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Abstract: Cutting-edge technology, including Artificial Intelligence (AI), is essential for support-
ing human activities, automating tasks, and processing vast amounts of data. However, the use of
Al raises concerns about data security, privacy, and the role of humans in legal decision-making.
This study explores Indonesia's role in protecting personal data amidst Al advancements and its
efforts to establish cross-border data protection cooperation within ASEAN. Using a normative ju-
ridical research method, this study examines legal aspects, literature, and case studies through
conceptual, analytical, and case approaches, analyzing the data qualitatively. Indonesia ensures
legal certainty in personal data protection through Law No. 27 of 2022 on Personal Data Protection.
Additionally, Minister of Communication and Information Circular Letter No. 9 of 2023 on Al
Ethics serves as a guideline for electronic system administrators to implement technology respon-
sibly. At the regional level, Indonesia collaborates with ASEAN countries to address cross-border
data protection. It participated in the formulation of the "ASEAN Framework on Personal Data
Protection," which provides non-binding guidelines for member countries in drafting national
regulations. Despite its non-obligatory nature, this framework's principles influence Indonesia’s
approach to personal data protection and promote regional cooperation. Through bilateral, multi-
lateral, and regional efforts, Indonesia seeks to enhance data protection and address challenges
arising from Al integration in daily life.
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1. Introduction

The need for the latest technology is crucial to support work in various aspects of life.
Technology that develops from time to time is increasingly unstoppable. Research and
development continues to innovate to find the latest breakthroughs that can help human
work. The latest innovation today gave birth to artificial intelligence or Artificial Intelli-
gence (hereinafter abbreviated as AlI) which is not only in the field of information tech-
nology but also penetrates various fields in human life. Al is designed to help human
work so that it can do its work automatically. However, along with the times and tech-
nology, Al is starting to be designed to replace the role of humans in carrying out im-
portant activities. Even some existing professions are in danger of being replaced by AL
Al can perform certain jobs because the system is equipped with databases and infor-
mation. The data and information are obtained in various ways, such as databases, data
research and processing, data entry, and others.

Obtaining so much data is not necessarily safe for those who own the data. Data
protection has been legally recognised, both internationally and nationally. Data protec-
tion stems from the right to privacy, which has been globally recognised as a funda-
mental human right enshrined in international conventions, notably Article 12 of the
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litical Rights. Widespread data security is a challenge of today's Al use. It is important to
understand in detail which parties have the authority to ensure data protection. It is also
important to know how data protection can be done so that data security is maintained.
Likewise, the role of the government in carrying out its functions in protecting data se-
curity.

In the context of Indonesia as a sovereign state, the state has an important role in
protecting the personal data of every legal subject in the country. Although fully sover-
eign, Indonesia needs an effective strategy to maintain data protection, one of which is
through cooperation between countries in the Southeast Asian region (ASEAN). Coor-
dination between national regulations, such as Law No. 27 of 2022, and the ASEAN
framework on personal data protection is crucial to ensure alignment of data protection
policies at the international level. With a complementary relationship, these two regula-
tions play a role in strengthening personal data protection, not only at the Indonesian
domestic level, but also in the broader context of cooperation between ASEAN countries,
creating an effective and harmonised data protection system at the national and interna-
tional levels.

The challenges Indonesia faces in integrating Al ethics into data protection regula-
tions include several complex aspects. One of them is ensuring that Al is not used to
make decisions that violate individual privacy rights, such as automated deci-
sion-making that can affect a person's basic rights without transparency and accounta-
bility processes. In addition, there needs to be clear regulation on how personal data is
collected, processed, and stored by Al systems, so as not to violate ethical principles such
as fairness, non-discrimination, and openness. This also includes stricter oversight of the
use of Al in sensitive sectors, such as health and finance, where the potential for misuse
of personal data is great. Thus, Indonesia needs to build a more comprehensive legal
framework that prioritises the protection of privacy rights and Al ethics to prevent vio-
lations that could harm individuals and society.

2. Materials and Methods

This research is a normative juridical research that aims to analyse and examine legal
aspects related to the research topic. The normative juridical approach is used to analyse
existing regulations related to personal data protection, as well as identify practical
challenges in the implementation of these policies. These challenges often arise due to the
mismatch between existing rules and the reality of rapidly developing technology, espe-
cially in the use of Al technology that processes large amounts of personal data (Kuner,
2020). Therefore, this approach is important to understand how the law can respond to
personal data protection needs in a changing context.

The research is conducted through library research, which includes the study of legal
regulations, literature, scientific papers, and other library materials. To collect and ana-
lyse data, the research combined conceptual, analytical, and case approaches, which
made it possible to investigate existing regulations in depth. Campbell and Glasson cau-
tion that no one technique is magically ‘right’ for all problems. However, in normative
legal research, the statutory approach remains an integral part. The data obtained will be
analysed qualitatively, including principles, concepts, legal doctrines, and relevant legal
rules, which are then described systematically (Bygrave, 2014).

Furthermore, the analysis in this research also includes the cross-border impact of Al
technology, especially in the context of trade and personal data security. Al technologies
enable the flow of data across national borders, which poses new challenges in legal ar-
rangements that can accommodate these global dynamics. Therefore, this research also
explores the role of Indonesia in international cooperation, particularly within the
ASEAN framework, to protect personal data. It is important to ensure that countries in
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the region have a comprehensive agreement on personal data protection that can respond
to the challenges of evolving technology (Chen, 2017; ASEAN Secretariat, 2020).
The main points to be known through this research are: (a) What is the role of the

Indonesian state in data protection in the use of Al in daily life? (b) What are the efforts of

the Indonesian state in implementing data protection through cooperation between
countries in ASEAN?

3. Results and Discussion

3.1 Regulation on Artificial Intelligence and Data Protection
a. Definition of Artificial Intelligence
In terminology, the term Artificial Intelligence is constructed from 2 words.
Artificial means made or produced to copy something natural; not real, (2) created by
people; not happening naturally; Intelligence is interpreted as the ability to learn,
understand, and think logically about things; the ability to do this well. In Indonesian,
this term is called "artificial intelligence".

A computer scientist from the United States, John McCarthy stated that Artificial
Intelligence is a science and technique in creating intelligent machines, especially in
creating intelligent computer programs or applications. Al is a step to create a computer,
robot, application, or program that works intelligently, just like a human. Another
understanding was put forward by Huang and Rust who stated that Artificial
intelligence (Al), manifested by machines that exhibit aspects of human intelligence
(HI), is increasingly utilized in service and today is a major source of innovation.

Other definitions are contained through laws and regulations in Indonesia.
According to the Circular Letter of the Minister of Communication and Information of
the Republic of Indonesia Number 9 of 2023 concerning Artificial Intelligence Ethics,
Artificial Intelligence is a form of programming on a computer device to perform careful
data processing and/or processing.

From the above understanding, it can be concluded that Al is artificial intelligence
in the form of a device created by a system or program that can work automatically
based on data and information. The application of Al in several areas of life aims to
facilitate human work, in this case for problem-solving, decision-making, machine
learning, and optimization, among others. From these things, the use of Al that is often
encountered includes the use of chatbots in customer service activities, early diagnosis
of diseases in the health sector, and helping business actors conduct more massive and
effective marketing in the economic sector.

b.  Definition of Data Protection
Data protection carried out by the state is certainly closely related to legal
protection. Regarding the elements of legal protection, Rikha Yullina Siagian explains
that a form of protection can be entitled to legal protection if it fulfills the following
elements: (a) Protection from the government for the community. (b) Providing
guarantees of legal certainty from the government. (c) It deals with the rights of citizens.
(d) There are sanctions or punishments for those who violate them.

Based on these elements, data protection carried out by the state seeks to fulfill
protections for the community, guarantee legal certainty, pay attention to the rights of
citizens, and provide sanctions for those who violate it.

In the context of personal data protection, two methods are known to protect
personal data, namely, first by securing the physical personal data itself. In addition, the
second method that can be taken to protect personal data is through regulations that aim
to provide privacy guarantees for using personal data.
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Regarding the second method, personal data protection was first used in the 1970s
in-laws in Germany, Sweden, and France. The protection of personal data in these
countries was solely based on the desire to guarantee the right to privacy of each
individual's personal data. With the development of information and communication
technology, the scope of regulation expanded to aspects of public administration.

Personal data protection is regulated in Law Number 27 of 2022 concerning
Personal Data Protection. As stated in Article 1 number 1 of the Personal Data Protection
Law, personal data is data about an individual person that is identified or can be
identified separately or combined with other information, either directly or indirectly
through electronic or non-electronic systems. Then in Article 1 number 2 of the Personal
Data Protection Law, it is stated that Personal Data Protection is an overall effort to
protect Personal Data in the series of Personal Data processing to ensure the
constitutional rights of Personal Data subjects.

c. Relationship between Artificial Intelligence and Data Protection
Just like a car needs gasoline to start and run, Al needs data to run the installed
programming. Data is the most crucial thing for the development and use of Al Al
needs data to do its work. Without data, Al has no basis for learning and analysis. Data
collected from various sources are put together in a database which will be processed by
Al according to what has been programmed. The large amount of data needed is
collected from various sources. In Indonesia alone, the Al database is sourced from
government agency data, private agency data, and even the personal data of the
Indonesian people.

The data obtained by AI will then be processed and studied so that the learning
model or Al program system can make decisions. The more data obtained, the more
data that can be learned by Al. The more diverse the data types, the more diverse the
data recognition by Al in various situations. These things increase the accuracy and
validity of the analysis or decisions made by Al

In addition to capitalizing on the abundance of data, Al also has data that is always
up-to-date. This allows Al to adapt to the dynamics of life. Given that a system must be
able to keep up with the times. New data also opens up opportunities for correction of
previous things that may be wrong or outdated.

Al and data protection are two distinct concepts, but they are closely connected.
The relationship between the data used for Al and data protection is significant. It's
crucial to recognize this and take action because data security is essential for our society.
If data is widely circulated and used irresponsibly, it can harm the data owner.
Therefore, the state must actively fight for and safeguard data protection.

The relationship between Al and data protection can be observed from several
aspects, including;:

a) Regulation
The use of Al in a country needs to be governed by clear and firm regulations.
Ideally, the regulation can guarantee security and protection for data owners used by AL
legal certainty; orderly and responsible use of Al, and; sanctions for those who violate the
law.

b) Security and Protection

Security and Protection Protection of personal data ownership used by Al is a key
focus of regulation. Personal data accessed over the internet is vulnerable to cybercrime.
It's important to ensure the security and integrity of the data. Irresponsible tampering or
changes to the data can lead to losses and make data owners victims of crimes like fraud.
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¢)  Ethics

The use of data by Al makes it very easy for humans to do their jobs. The increasing
freedom in data usage will make human work easier. However, excessive use of personal
data can compromise the privacy of the data owner. Therefore, it is necessary to limit the
use of Al in an ethical manner to ensure the maintenance of privacy and security for data
owners. The three aspects mentioned above will be explained in more detail below.

d. Legal Basis of Personal Data Protection

Internationally, especially in Europe, data protection is regulated Convention No.
108 on Data Protection, the DP Directive, Directive 97/66/EC (processing of personal
data and the protection of privacy in the telecommunications sector), and Directive
2002/58/EC (Directive on Privacy and Electronic Communications) which form the legal
umbrella for all personal data arrangements within the framework of the right to
privacy recognized in Article 8 of the Europe Convention on Human Right (EHCR) and
Article 7 of the Charter of the European Union. In this regard, the realization of this
personal data protection is then guaranteed by five basic principles that must be
complied with by all parties, namely: (a) Principles of lawful data processing; (b) The
principle of special purpose and restriction; (c) Data quality principles; (d) Honest
processing principle; and (e) The principle of accountability.

In Indonesia, data protection is included in the human rights guaranteed by the
constitution. Article 28G of the 1945 Constitution of the Republic of Indonesia reads:
"Everyone has the right to protection of himself, family, honor, dignity, and property
under his or her power, as well as the right to security and protection from the threat of
fear to do or not to do something that is a human right." This becomes the basis for the
government in implementing data protection mandated by the constitution.

In the past, data protection by law carried out in Indonesia was still sectoral. There
is no law that regulates data protection in general that covers various fields. For
example, data protection under Banking Law focuses on bank and customer secrets.
Then the Law on the Eradication of the Criminal Acts of Terrorism, which authorizes
interested parties to conduct wiretapping and access personal data of citizens suspected
of being involved in terrorism crimes.

Reflecting on the previous statement, it is known that the previous personal data
regulation was contained in several laws and regulations, so to increase the effectiveness
in the implementation of personal data protection, it is necessary to regulate personal
data protection in law. Now Indonesia has Law Number 27 of 2022 concerning Personal
Data Protection.

Indonesia as a state of law ensures the existence of laws that regulate all the
behavior of its people. The consequence is that every citizen is bound and must obey the
applicable regulations. The existence of rules and regulations as legal products provides
a guideline for performing the legal acts they regulate. However, in reality, there is no
law specifically regulating AI. The dynamic development of technology, including Al
forces the government to immediately launch and realize regulations on AL

Ethical aspects play an important role in the implementation of artificial
intelligence. Awareness of the importance of ethics in the development and application
of artificial intelligence in Indonesia continues to increase. Business actors and electronic
system providers in the private and public spheres, as stakeholders in the
implementation of artificial intelligence, seek to regulate the ethical use of artificial
intelligence, including in making decisions that affect the wider community. The
development of ethical guidelines for artificial intelligence aims to ensure that this
technology is used by considering ethical principles, prudence, and safety, and is
oriented towards positive impacts. Ethical guidelines for artificial intelligence are
needed to support the effective organization of technology-based activities. These
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guidelines are needed to mitigate the impacts and losses that can be caused so that the
threat of artificial intelligence can be minimized.

In this regard, in 2023 a Circular Letter of the Minister of Communication and
Information of the Republic of Indonesia Number 9 of 2023 concerning Artificial
Intelligence Ethics was issued. The purpose of the issuance of this Circular Letter is as an
ethical guideline in: (a) Create and formulate internal policies of the Company, Public
Electronic System Operators, and Private Electronic System Operators regarding data
and internal ethics of Artificial Intelligence; and (b) The implementation of consultation,
analysis, and programming based on artificial intelligence is in accordance with the
provisions of laws and regulations.

3.2 The Efforts and Roles of States in Data Security Protection Through Inter-State
Cooperation in ASEAN
a. Data Protection in Indonesia

Personal data protection is related to information and electronic transactions.
Indonesia has Law No. 11/2008 on Electronic Information and Transactions which
regulates issues arising from the delivery of information, communication, and/or
electronic transactions. This law also governs the evidence and sanctions on legal
actions through electronic systems. Along with the need to adjust to the times, the
Electronic Information and Transaction Law has been updated twice, namely through
Law No. 19 of 2016 and Law No. 1 of 2024 concerning Electronic Information and
Transactions.

The first amendment in 2016 emphasized and added provisions, among others,
regarding the existence and/or electronic information, the obligation to delete irrelevant
information and/or electronic documents, adding the role of the Government in
preventing the dissemination and use of Electronic Information and/or Electronic
Documents that have prohibited content, changing several provisions regarding
investigations related to alleged criminal acts in the field of Information Technology and
Electronic Transactions.

Then the second amendment to the law in 2024 added provisions regarding
electronic evidence, electronic certification, electronic transactions, prohibited acts, the
role of the government, and the authority of investigating Civil Servant Officials. In
addition, this law also complements the material that has been regulated in the First
Amendment to the law. The regulated materials include digital identity in the
implementation of electronic certification, child protection in the implementation of
electronic systems, international electronic contracts, and the role of the Government in
encouraging the creation of a fair, accountable, safe, and innovative digital ecosystem.

In connection with the additional regulation of personal identity, Article 13A of the
Electronic Information and Transaction Law of 2024 states the services that can be
provided by electronic certification providers, including: (a) Electronic Signature; (b)
electronic seal (c) electronic time marker (d) recorded electronic delivery service (e)
website authentication (f) preservation of Electronic Signatures and/or electronic seals;
(f) digital identity; and/or (g)n other services that use Electronic Certificates.

Of the services mentioned above, there are electronic signature services and digital
identity which are part of personal data. The consequences of organizing the electronic
system are found in Article 12 of the Electronic Information and Transaction Law which
states that everyone involved in Electronic signatures is obliged to provide security for
the electronic signatures they use. Then Article 15 paragraph (1) of the Electronic
Information administration and national defense and security.

Related to and Transaction Law also emphasizes that every Electronic System
Operator must operate the Electronic System reliably and safely and is responsible for
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the proper operation of the Electronic System. Then in paragraph (2) it is explained that
the Electronic System Operator is responsible for the operation of its electronic system.

However, the provisions in the Electronic Information and Transaction Law focus
more on electronic-based activities. The regulation on personal data protection in this
regulation is not very in-depth. Therefore, Law No. 27 Year 2022 on Personal Data
Protection was issued. The government has issued Law No. 27 of 2022 on Personal Data
Protection as a law aimed at streamlining regulations and making the law a reference for
the implementation of data protection. The provisions of this Law are the standard for
Personal Data Protection in general, whether processed partially or wholly by electronic
and non-electronic means. Each sector can implement personal data protection by its
objectives, such as protecting and guaranteeing the basic rights of citizens related to
self-protection, guaranteeing public services by Corporations, Public Institutions,
International Organizations, and the Government, as well as developing the digital
economy and the information and communication technology industry, and
contributing to increasing domestic industrial competition.

Referring to Article 3 of the Personal Data Protection Law, data protection in
Indonesia is carried out based on: the principles of protection; the principle of legal
certainty; the principle of public interest; the principle of expediency; the principle of
prudence; the principle of balance; the principle of responsibility; and the principle of
confidentiality. In line with the elements of legal protection, below will be described the
definition of the principle of protection, the principle of legal certainty, and the principle
of public interest.

As written in the Explanation of the Law, the principle of protection is that every
processing of Personal Data is carried out by providing protection to the Personal Data
Subject for his or her Personal Data and the Personal Data from being misused. The
principle of Legal Certainty is that every processing of Personal Data is carried out
based on the legal basis to realize Personal Data Protection and everything that supports
it so that it obtains legal recognition inside and outside the court. Then what is meant by
the principle of Public Interest is that nature upholds Personal Data Protection must pay
attention to the public interest or society at large. These public interests include the
interests of state the supervision of data protection implementation is mandated in
Article 58 paragraph (2) of the PDP Law. The institution is established and responsible
to the President. The data protection implementing agency has the task of doing: (a)
formulation and determination of Personal Data Protection policies and strategies that
serve as a guide for Personal Data Subjects, Personal Data Controllers, and Personal
Data Processors; (b) supervision of the implementation of Personal Data Protection; (d)
administrative law enforcement against violations of this Law; and (e) facilitation of
out-of-court dispute resolution.

The circular states that the implementation of supervision is carried out jointly by
the Government, electronic system providers, and users to prevent the misuse and/or
use of Artificial Intelligence-based technology that deviates from applicable regulations.

To date, there is no institution established by the President specifically in charge of
overseeing the implementation of data protection in Indonesia. Since the promulgation
of the Personal Data Protection Law in 2022, until June 2024, no personal data protection
supervisory agency has been formed. However, the Ministry of Communication and
Information Technology (Kominfo) stated that the Personal Data Protection (PDP)
supervisory agency will be formed in mid-2024. Director General of Informatics
Applications of Communication and Informatics Semuel Abrijani Pangerapan said the
establishment of the PDP supervisory body was a mandate from Law Number 27 of
2022 concerning Personal Data Protection (PDP) which was passed by the government
and the House of Representatives in 2022. Semuel said the institution would be
independent and directly under the President. However, in the early stages, this
institution will coordinate with the Ministry of Communication and Informatics.



Legal Brief, 2025, Vol. 13, No. 6

1469 of 13

When it comes to the use of Al and data protection in Indonesia, there is actually no
legal umbrella that regulates the two things simultaneously. Therefore, the Minister of
Communication and Information of the Republic of Indonesia issued a Circular Letter of
the Minister of Communication and Information Number 9 of 2023 concerning Artificial
Intelligence Ethics. The issuance of this Ministerial Circular Letter aims to provide a
reference for values and ethical principles for business actors, operators of electronic
systems in the public sphere, and operators of electronic systems in the private sphere
who have programming activities based on artificial intelligence. The implementation of
artificial intelligence is based on ethics and codes of ethics that apply to business actors
and electronic system operators (PSE). Implementation of programming skills based on
Artificial Intelligence as a support for human activities.

Despite the existence of Circular Letters from relevant ministries, Circular Letters
are not statutory regulations, as their content is limited to notification of certain urgent
matters. When referring to Article 1 point 43 of the Regulation of the Minister of Home
Affairs Number 55 of 2010 concerning Office Manuscripts within the Ministry of Home
Affairs, it is stated that a Circular Letter is an official document that contains
notification, explanation, and/or instructions on how to implement certain matters that
are considered important and urgent. A Circular Letter is also not classified as a
statutory regulation, nor is it a legal norm of a statutory regulation. Therefore, a Circular
Letter cannot be used as a legal basis to revoke a Ministerial Regulation, let alone other
hierarchical regulations. So in a Circular Letter, as known from the basis of policy
formulation above, and to explain the meaning of policies that belong to statutory
regulations, it is clear and should be in a Circular Letter not regulating sanctions.

A circular letter is more suitable to be understood as a cover letter to deliver a
policy product whose substance does not change, does not add, does not revoke the
accompanying regulations, so that the accompanying regulations do not change and do
not have double meanings due to the circular letter.

Every personal data owner and Electronic System Operator has the right to file a
complaint to the Minister if there is a problem or failure in personal data protection. This
right is mandated in the provisions of Article 29 paragraph (1) of the Minister of
Communication and Information Technology Regulation Number 20 Year 2016 on the
Protection of Personal Data in Electronic Systems. The Ministerial Regulation is a
regulation that protects the personal data of each individual in the electronic system.
This means that the protection provided in the Regulation of the Minister of
Communication and Informatics No. 20/2016 on the Protection of Personal Data in
Electronic Systems is only limited to personal data accessed through electronic media
systems by utilizing internet networks (online). So it can be said, the existence of
personal data protection is limited to electronic personal data only.

Referring to Article 64 paragraph (1) of the PDP Law, dispute resolution related to
personal data protection can be carried out by arbitration mechanism, court, or
alternative dispute resolution institution in accordance with the provisions of laws and
regulations.

The sanctions that threaten violators of personal data protection can be in the form
of administrative sanctions and/or criminal sanctions. Administrative sanctions may be
imposed for violations of the obligations of personal data controllers and personal data
processors in the processing of personal data. Those who include the Personal Data
Controller and the Personal Data Processor are every person, Public Bodies, and
International Organizations. The administrative sanctions in question can be in the form
of written warnings; temporary suspension of Personal Data processing activities;
deletion or destruction of Personal Data; and/or administrative fines.

Criminal sanctions are regulated in Articles 67-73 of the Personal Data Protection
Law. From this article, imprisonment and/or fines are given to every person or
corporation that deliberately and unlawfully: (a) obtain or collect Personal Data that
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does not belong to him to benefit himself or others that may result in the loss of the
Personal Data Subject; (b) disclose Personal Data that does not belong to them; (c) use
Personal Data that does not belong to him; (d) create false Personal Data or falsify
Personal Data with the intention of benefiting yourself or others that may result in losses
to others.

Data protection in the use of Al in human activities is expected to run well as
envisioned by the state through the existing regulations. Enforcement, supervision, and
dispute resolution efforts regulated through positive law are also continuously
intensified and improved. However, in reality, data protection in Indonesia has not run
optimally. In June 2024, the Indonesian people were shocked by the news that the
National Data Center had been hacked.

The State Cyber and Cryptography Agency (BSSN) revealed that the hacking of the
Temporary National Data Center (PDNS) 2 in Surabaya began with an attempt to
disable the Windows Defender antivirus. Three days later, the system was breached.
Previously, PDNS 2 was said to have experienced a disruption since June 20. This
paralyzed a number of public services, including immigration. The cyber incident
targeting PDNS is confirmed to be a form of a ransomware attack of the LockBit 3.0
variant. Hinsa said this type of ransomware continues to be developed by hackers and
BSSN Spokesperson Ariandi Putra said that disruptions to PDNS have started to occur
since June 17. "BSSN found that there was an attempt to disable the Windows Defender
security feature which occurred starting June 17, 2024 at 23.15 WIB, allowing malicious
activities to run," said Ariandi in his statement, Monday, June 24, 2024.

The perpetrators of the hack are said to have asked for a ransom of USD 8 million or
around Rp 131 billion at an exchange rate of Rp 16,399 to the Indonesian government.
The hackers declared the money as a ransom for 210 pieces of data to be returned.
Ironically, The government says that data belonging to ministries, agencies, and
governments affected by cyberattacks on the National Data Center (PDN) cannot be
restored. Herlan Wijanarko as the Telkom Director of Network and IT Solution
explained that his company has tried to handle the impact of the PDN hack, including
recovering data affected by the attack. The handling process is carried out together with
the State Cyber and Crypto Agency (BSSN), the Ministry of Communication and
Information Technology (Kemenkominfo), and the Police.

b. Cooperation of ASEAN Countries in Data Protection

Following Article 62 of the Personal Data Protection Law, Indonesia opens
opportunities for international cooperation, both with other governments and
international organizations. One structure of international data protection collaboration
is carried out in the Southeast Asia region. The context of cooperation with countries in
the ASEAN region has been sought. There is a framework initiated and agreed upon by
several ASEAN member countries called the "ASEAN Framework on Personal Data
Protection”.

ASEAN Member States recognise the importance of enhancing personal data
protection within and among ASEAN Member States in the digital economy. ASEAN
Member States share a common desire to foster closer understanding, information
sharing, practice comparison, collaboration, and cooperation activities within ASEAN in
the area of personal data protection by the domestic laws, policies, and regulations of
ASEAN Member States. Therefore, an agreement was reached in the form of an
understanding of the “ASEAN Framework on Personal Data Protection” (hereinafter
referred to as the Framework). The Framework aims to strengthen personal data
protection in the ASEAN region as well as to facilitate cooperation among participants,
with a view to contributing to the promotion and growth of regional and global trade
and information flows.
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This framework has no binding force (unbinding). This is because the framework
is not a regulation, treaty, or agreement. As such, the provisions contained in the
ASEAN PDP framework are not mandatory for ASEAN member states to implement.
Activities on ASEAN PDP so far have revolved more on sharing experiences in drafting
and implementing PDP law at the national level. Related to this, there have actually
been efforts to increase political awareness about the importance of this agreement,
including by taking the issue to the ASEAN Interparliamentary Assembly in 2018,
where one of the recommendations was to encourage ASEAN member countries to
increase the exchange of ideas on PDP legislation.

In this Framework, there are several working principles that can be adapted by
ASEAN member states into their respective positive laws, namely: (a) Consent,
Notification and Purpose; (b) Accuracy of Personal Data; (c) Security Safeguards; (d)
Access and Correction; (e) Transfers to Another Country or Territory: (f) Retention; (g)
Accountability.

c¢. Data Protection in ASEAN Countries

The framework contained in the ASEAN Framework on Personal Data Protection is
being adapted into several national regulations of ASEAN member states. The personal
data protection regulated by countries in ASEAN is as follows:

a) Data Protection Regulation in Malaysia

The protection of personal data in Malaysia is regulated in the Personal Data
Protection Act 2010, where the regulation adopts the Principles outlined in the OECD
Guidelines as a reference in the personal data principles that have been outlined in the
Personal Data Protection Act in Malaysia known as the Personal Data Protection Act
2010. This law expressly regulates the protection of the right to privacy of its citizens. It
regulates in detail the principles of personal data protection, the rights of data owners,
procedures for transferring data, and obligations for parties who store data. It also
regulates a complaint mechanism for someone whose personal data has been
transferred illegally.

The Personal Data Protection Act sets out the data protection principles that data
users must comply with (equivalent to the data controller in the Personal Data
Protection Act 2010, namely: The General Principle; The Notice and Choice Principle;
The Disclosure Principle; The Security Principle; The Retention Principle; The Data
Integrity Principle; (Data Integrity Principles) and; The Access Principle.

Regarding the supervisory institution in accordance with the provisions of Article
47 paragraph (1) of the PDA 2010, the relevant Minister will appoint a commissioner
called the "Personal Data Protection Commissioner" for the purpose of carrying out the
functions and authorities given to the Commissioner under the Law with such terms
and conditions as may be deemed necessary. The Commissioner has the power to carry
out inspections of data protection systems under the PDPA. Furthermore, the 2013
Regulations provide that the personal data system must, at all reasonable times, be open
to the inspection of the Commissioner or any inspection officer. During this inspection,
documents such as consent and notice forms may be requested, as well as the list of
third-party disclosures or any other documentation evidencing compliance with
standards issued by the Commissioner, or any other information that the Commissioner
may request.

b. Data Protection Regulation in Singapore
Singapore has national laws on data protection, namely the Personal Data Protection
Act 2012 and the Info-Communications Media Development Authority Act 2016. Outside
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of these two laws, there are also other regulations and derivative regulations related to
personal data protection.

The Data Protection Act 2012 is an Act to govern the collection, use, and disclosure of
personal data by organizations, and to establish the "Do Not Call Register" and provide
for its administration, and for matters connected therewith.

Then the Info-Communications Media Development Authority Act 2016 is a law to
establish the Information and Communication Media Development Authority and to
make provisions for competition and consumer protection in the media industry.

Personal Data Protection Commission (PDPC) to administer and enforce the Personal
Data Protection Act (PDPA). On the other hand, PDPC also has the authority to receive
public complaints related to personal data protection issues and facilitate alternative
dispute resolution. As the party responsible for monitoring the PDPA, the PDPC is also
authorized to impose sanctions if there is sufficient evidence to support it as stated in
section 56 of the PDPA. In addition, the Singapore government has also established the
Singapore Computer Emergency Response Team (SingCERT) to assist in detecting,
preventing, and providing resolution to cyberattacks.

c. Data Protection Regulation in the Philippines

The Philippines has Republic Act No. 10173 or known as the Data Privacy Act of 2012
is the policy of the State to protect the fundamental human right of privacy, of
communication while ensuring the free flow of information to promote innovation and
growth. The State recognizes the vital role of information and communications
technology in nation-building and its inherent obligation to ensure that personal
information in information and communications systems in the government and in the
private sector are secured and protected. This Act applies to the processing of all types of
personal information and to any natural and juridical person involved in personal
information processing including those personal information controllers and processors
who, although not found or established in the Philippines, use equipment that is located
in the Philippines, or those who maintain an office, branch or agency in the Philippines.

The provisions of this law also regulate in detail the rights of the owner of personal
information (data subject), such as the right to be notified if his or her personal
information is being processed, and to be asked for prior consent before his personal
information is entered into the system. The law also established the National Privacy
Commission as a commission to administer and implement the provisions of the Data
Protection Act, and to monitor and ensure the country's compliance with international
standards set for data protection. The National Privacy Commission falls under the
Department of Information and Communications Technology (DICT).

4. Conclusions

The conclusion obtained after summarising the above explanation, Indonesia, as a state of
law, ensures legal certainty in personal data protection through Law No. 27 of 2022 on
Personal Data Protection. To address the use of Artificial Intelligence (Al) in supporting
human activities, the Minister of Communication and Information issued Circular Letter
No. 9 of 2023 concerning Al Ethics as a guideline for electronic system providers to en-
hance the effective implementation of technology. The state seeks to protect personal data
through mechanisms of protection, supervision, and sanctions. Although the establish-
ment of an agency to oversee data protection has been suggested, no such agency has
been appointed by the President to date. The Personal Data Protection Law provides

administrative and criminal sanctions for violations based on the severity of the offense.
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Recognizing that data protection extends beyond national borders, Indonesia, as a mem-
ber of ASEAN, engages in bilateral, multilateral, and regional collaborations. Notably, it
contributed to the formulation of the "ASEAN Framework on Personal Data Protection,"
which, though non-binding, serves as a guideline for ASEAN countries to draft national
regulations. These principles, including those adopted by Indonesia, aim to strengthen

regional cooperation in safeguarding personal data amidst Al integration.
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