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Abstract: This study was conducted because there were several doubts about the security of patient
personal data in the implementation of electronic medical records; leaks that were worried in-
cluded, first, insurance applications requiring the transmission of patient data using electronic
communication, second, patient data leakage through human resources at health facilities who de-
liberately photographed or provided patient data to other parties, and third, the occurrence of
system leaks, one of which was due to a virus. This research aims to resolve disputes over patient
data protection in health facilities by law Number 27 of 2022 Article 4 paragraph 2 concerning
personal data protection. The research method used in this study is an empirical law approach.
Based on the results of the study, it can be concluded that the protection of patient privacy data in
the process of applying for insurance/guarantee at Health Service Facilities has been protected by
law, and this is legally done in the process made well with a sophisticated system, even recently
there has been a special electronic message for health facilities called to restore. Indeed, not all
health facilities can use it.
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1. Introduction

Health Service Facilities, hereinafter referred to as Health Facilities according to Law of
the Republic of Indonesia No. 17 of 2023 Article 1 point 10, are places and/or tools used to
provide Health Services to individuals or the community with a promotive, preventive,
curative, rehabilitative, and/or palliative approach carried out by the Central Govern-
ment, Regional Governments, and/or the community. All health services carried out at
Health Service Facilities are recorded in the Medical Record (Hasanah, 2021).

Medical Record, according to the Decree of the Minister of Health of the Republic of
Indonesia Number 377/Menkes/SK/I11/2007 concerning the Medical Recorder Profession
and Health Information, is a set of files containing records and documents about the pa-
tient's identity, examination, treatment, actions and other services that have been pro-
vided to the patient. Every patient who goes to a hospital or other health facility, both
outpatient and inpatient and all examination actions carried out on the patient must be
recorded in the patient's medical record (Sethi et al., 2019). The results of supporting
examinations, both laboratory, radiology, and other supporting examinations, are also
stored in the patient's medical record so that the patient's disease history is stored and
recorded properly as the basis for further treatment. The development of digital tech-
nology in society has resulted in the transformation of the digitalization of health ser-
vices so that medical records need to be held electronically with the principles of data
and information security and confidentiality (Alvarez et al., 2022). The birth of the Min-
ister of Health Regulation No. 24 of 2022 Chapter II Article 3 concerning Medical Records
replaces the Minister of Health Regulation No. 269 of 2008 concerning Medical Records,
causing health service facilities to be required to provide electronic medical records (Choi
et al., 2016).

Electronic Medical Record is the use of information technology devices for collect-
ing, storing, processing and accessing data stored in patients' medical records in hospi-
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tals in a database management system that collects various sources of medical data
(Bloomfield et al., 2021). Electronic medical records are medical records made using an
electronic system intended to implement medical records. Based on Government Regu-
lation of the Republic of Indonesia number 82 of 2012 concerning the Implementation of
Electronic Systems and Transactions Article 1, Electronic systems are a series of electronic
devices and procedures that function to prepare, collect, process, analyze, store, display,
announce, transmit, and or disseminate electronic information.

Based on Law (UU) Number 27 of 2022 concerning Personal Data Protection, Article
1 paragraph 2 of personal data protection is an overall effort to protect personal data in a
series of personal data processing to ensure the rights and constitutionality of personal
data (Hildenbrand et al., 2018). Therefore, every electronic system operator must operate
the electronic system reliably and safely and be responsible for the operation of the elec-
tronic system as it should.

According to Law of the Republic of Indonesia No. 17 of 2023 CHAPTER II Rights
and obligations part one of Article 4 paragraph (1), everyone has the right to (i) obtain the
confidentiality of their personal health data and information. In the field of health ser-
vices, patients' personal data is also inseparable from the possibility of misuse. It will be
even more dangerous if the personal data is a track record of the patient's medical record,
which is indeed very confidential (Park et al., 2020). The use of Information and Com-
munication Technology (ICT) in health services aims to improve access, efficiency, effec-
tiveness, and quality of medical processes involving medical service organizations in
hospitals, clinics, health centers, medical practitioners, both doctors and therapists, la-
boratories, pharmacies, and insurance also involve patients as consumers (Farooq et al.,
2022). However, the service process using the E-health program will collect a number of
consumer personal data, which is sensitive personal data, and raises new legal problems,
namely the extent to which health service providers can protect patients' data can be ac-
cessed and disseminated more easily through ICT advancements.

In recent years, there has been a lot of patient data leakage in healthcare facilities;
this issue has been troubling to the public and the government. The Ministry of Health
stated that it was investigating this alleged data leak; Chief Digital Transformation Of-
ficer of the Ministry of Health, Setiaji, said that his party was assessing the problems and
evaluating the system (Minister of Health Regulation No. 11 of 2017 Concerning Patient
Safety, 2017). For example, we have heard that there is a fraud issue; the patient's family
is contacted by an irresponsible party who states that several bills must be paid at the
hospital by the transfer method. From this the author thinks that there is leaked patient
data so that the irresponsible party takes advantage of it to take advantage of it (Sari et
al., 2020).

Based on the author's experience, there are health workers who deliberately take
photos of patients' medical records and give them to irresponsible parties. The third ex-
perience is that in the process of collecting data on patients, several patients express
concern about the leakage of their Medical Record data because, in the current era, a
sample of insurance application for action is sent by health facility officers to the insur-
ance company via electronic message, where the patient's medical history along with the
ID card is attached to the message (Kintu et al., 2021).

The purpose of this research is to resolve disputes over patient data protection in
health facilities in accordance with Law Number 27 of 2022 Article 4, paragraph 2 con-
cerning personal data protection. This research is expected to enrich scientific discourse,
especially in health law, by finding the meaning of patient safety value for patient data
protection in electronic medical records.

2. Materials and Methods

Legal research consists of normative or doctrinal and empirical or non-doctrinal legal
research. Soerjono Soekanto argued that normative and empirical legal research can be
carried out separately or combined, but some are firmly separated between the two. The
benchmark for analysis to be used is to see the difference between the two types of legal
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research in terms of approach, objectives, and types of data used. The type of research
used by the author is empirical law research (Kuntadi, 2022). According to Ronny Ha-
nitijo Soemitro, empirical legal research is legal research that obtains data from primary
data or data obtained directly from the public. Empirical research is based on reality in
the field or through direct observation. The type of research used in this writing is anal-
ysis, which is the process of decomposing a research object, both material and phenom-
ena, into smaller parts so that it is easier to understand.

In legal research, two types of data are needed: the first type of data is referred to as
primary data, and the second type of data is called secondary data. Primary data in legal
research is obtained mainly from empirical research results, namely research conducted
directly in society. Primary data sources are taken from the source or the field through
interviews with interested parties or respondents who can provide information about the
research problem —secondary data functions as a complement or support for primary
data. According to Soerjo Soekamto, it is stated that secondary data is data that includes,
among other things, official documents, books, and even research results that are re-
ported.

The technique of searching for legal materials used by the author to obtain the nec-
essary data is library research. In this study, secondary data was collected using literature
studies, which is a method used in collecting data through written data using analytical
content.

This research was carried out using a statute approach to examine all laws and reg-
ulations related to the issues to be discussed (Marzuki, mentioned in his book in 2019). In
this case, the laws and regulations that are examined are related to Medical Records in
the field of information and electronic transactions. Through this approach, the form of
consistency and suitability of laws and regulations can be examined and it is hoped that
an input can be taken in solving problems in the field. Legal research sources can be di-
vided into primary legal materials and secondary legal materials. Qualitative data anal-
ysis is carried out interactively and lasts continuously until completion. The data analysis
used by the researcher is the data analysis of the Miles Huberman model, which includes
data reduction, data display, conclusion drawing, and verification.

3. Results and Discussion

In 2022, the minister of health, through metric regulation number 24 of 2022 concerning
electronic medical records, explained that hospitals, clinics, and hospitals must use an
electronic documentation system. The change of the system from manual to electronic
recording faces many obstacles ranging from human resources (human resources) to the
system used. Changing doctors' habits to switch from manual to electronic recording
takes time and an approach of its own, not to mention facing system disruptions. The
more sophisticated the system created by the Hospital, the easier it will be for Hospital
staff to open many things in the patient's medical record, especially for health workers;
both doctors and nurses can easily track the patient's personal data or health history, the
question that arises is whether medical staff have awareness for patient data protection,
especially in large hospitals that are filled with middle and upper-class patients, There
are officials or public figures who are treated in hospitals where their privacy must be
completely maintained (Motsumi et al., 2020). Another thing that has changed in sup-
porting electronic medical records is communication with health insurance/insurers us-
ing electronic messages, easily transmitting patient data through electronic media, both
general data (personal data) and patient disease history. This also makes doubts for pa-
tients whether it is okay to provide patient data to the insurance/guarantor, whether
there is a leak when releasing patient data from the hospital to the guarantor/insurer, and
again whether human resources in the insurance department also have an awareness of
patient data protection (Stansfeld et al., 2021).

According to Article 26 paragraph (6) of the Regulation of the Minister of Health

Number 24 of 2022 concerning Medical Records, the contents of the medical record con-
sist at least of the patient's identity, the results of physical examinations and supporting
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examinations, diagnosis, treatment, and follow-up plans for health services, the names
and signatures of health workers who provide health services (Akintola et al., 2016). This
means that electronic medical records store a lot of personal data that can be said to be
confidential. The hospital admin officer conveys the release of personal data via elec-
tronic message for the billing process to the insurance or guarantor; the medical records
department also provides the patient's personal data to the local health office for the re-
porting process (Continuity and Coordination of Care: A Practice Brief to Support
Implementation of the WHO Framework on Integrated People-Centred Health Services,
2018).

Based on this, the author made a questionnaire to be given to staff working at the
hospital at random to assess what is actually an obstacle so that doubts about the protec-
tion of patient personal data can occur to patients or visitors to the hospital.

Hospitals experience many obstacles in the process of switching medical records
from hard copies to electronic medical records. The obstacles consist of Human Re-
sources and a system of electronic medical records. The obstacle from human resources is
the lack of awareness for hospital staff or visitors because there are still incidents where
staff take photos of electronic medical record data for personal interests and give it to
other parties because there is still a lack of knowledge about Law No. 27 of 2022 con-
cerning personal data protection, hospital staff who state that they do not know and do
not receive regular socialization about the medical record system electronic
(Madaninabawi & Hafidz, 2021). This causes losses to patients or hospitals because of the
leakage of patient data, both material losses and public views; another thing that was
found is that there are staff lending passwords and users to other staff in operational
implementation because of the busyness or full work routine, staff do not understand
that lending passwords and usernames to other staff can create confusion about the
identity of staff who access patient data if they trace the leak data (Ariyanda & Arifyani,
2020).

Based on the questionnaire that the author distributed to 74 hospital staff, the fol-
lowing results were obtained:

73% work in Hospitals

Apakzh anda bekana di rumah sakit?

¥e
T23845%)

97.3% are health workers

Apakah anda tenaga kesehatan?

95.9% work in hospitals that use electronic data input systems
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Apakah ditempat anda bekerja menggunakan sistem input ¢ata elekironik?

73 resporses

0¥
@ Tk

34.2% have sent patient data to other parties with an electronic system (wa/email/photo)

Apakah aca pemah menginmian data pasien ke pihak lain dengan sistem elektrond (
wa/emailfot)?

T3rzsponzes

0
@ T

39.7% have taken photos of patient data
Apakah anda pernah melakukan foto data pasien?

T3 responses

9
® Tk

84.9% have a user ID and password at work for patient data input

Apakah anda mempunyai user 1D dan password di tempat kerja untuk penginputan
data pasien?

73 responses

9=
@ ik

89% had heard of it. Legal sanctions for disseminating/providing patient data to other
parties
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Apakah anca pecnah mendengar. Sankst hukum jika menyebarkan/ membdesikan data
pasien ke phak lain?

LA
@ Nca

71.2% received regular socialization about the electronic medical record system

Timaporses

Apakah ditempat anda bekerja ada sosialisasi secara berkala 1entang sistem
elektronik medikal record?

3 rasponeas

L Al
® Tica

16.4% have seen a friend document patient data and disseminate it to others

Pernahkan anda melihat teman andz mendokumentasikan data pasien dan
menyebariuaskan ke pihak lain ?

74% have heard that personal data is protected by Law No. 27 of 2022 concerning per-
sonal data protection

73 responses

oz
® 7ok

Apakah anda pernah mendengar jika data pribad di lindungl oleh UU? UU no 27 tahun
2022 tentang perlindungan data pribadi?

L AL
® Twoak

This data proves that the awareness of human resources working in hospitals for
patient data protection still needs to be improved. The second is the problem of the sys-
tem is an intruder in the system co, mainly known as a computer virus. The purpose of

T3 responses
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this virus is to damage and infiltrate computer systems through emails, internet down-
loads, or detected programs (Chen et al., 2016). This computer system uses a network
system, which is one unit with the device system in the computer; this can result in pa-
tient data leakage. Some of these things cause anxiety about the leakage of patient data in
the hospital.

It is undeniable that the extraordinary pace of technological development in the
digital era, like today, has indeed had a lot of positive impacts. But behind all the ad-
vantages, something is also believed to bring negative things. On the one hand, tech-
nology is able to deliver extraordinary speed of information distribution. With a single
click. However, on the other hand, a peek at crimes that have evolved in the form of cy-
bercrime. One of the most popular cyber crimes is data leaks.

Constraints from the system (network) of electronic medical records. One of them
that we know is Malware (Malicious Software) a program that is specifically designed to
damage by infiltrating computer systems. The infiltration can enter through email, in-
ternet downloads, or infected programs. Despite the sophistication of data security
technology that still exists, humans still occupy a position in maintaining data security.
Digital platform users must be aware that their data is a valuable asset (Pratomo et al.,
2023). So, in carrying out activities in the digital world, the principle of caution is very
important. For example, when filling out online forms to public institutions and private
parties for various purposes.

Again, human caution is important because the perpetrator can steal data by ma-
nipulating the victim's psychology. Data theft by manipulating the victim's psychology
cannot be prevented even with advanced technology. For example, many malware links
are currently sent via email, text messages, or WA with very interesting captions. When
the target follows the link provided, the malware that the perpetrator has prepared can
be inserted into the target's computer or server.

The perpetrator can then control the malware that this perpetrator has inserted to
unlock access to your device. With open access, the perpetrator can open the data on your
computer network of data storage computers. Malware can also cause damage to com-
puter systems and allow information theft (Nugraha et al., 2022). So, we must be careful
in accessing websites that look suspicious or opening emails from unknown senders. This
is because both are the most popular methods to spread malware, so data security be-
comes weak and has the potential to leak.

One type of malware that is dangerous is spyware. According to one of the world's
leading antivirus vendors, Kaspersky spyware is software designed to enter computers.
Spyware has the ability to collect users' personal data and send it to third parties without
the user's consent. Based on the data above, we can conclude that most data leaks are
caused by users or human resources, either intentionally or unintentionally (de Reuver et
al., 2021).

Indonesia's current life expectancy in 2024 is 72.50 years, an increase of 0.24% from
2023. Various ways are done to increase the life expectancy of Indonesians, in addition to
regulating a healthy lifestyle through routine medical check-ups so that people will be
more concerned about their health status. Considering that medical costs are increasing
day by day, many hospitals collaborate with insurance or guarantees in carrying out
administrative processes, both office insurance and individual insurance, where in the
current era, everyone has a strong awareness of health (Ayisa et al., 2021). In the process
of reporting or submitting guarantees between the Hospital and insurance/guarantee,
one of the processes carried out is by sending the patient's health files, both physical
examinations and supporting examinations needed to get guarantees. The thing that is
worried is that there will be data leaks during the process of releasing medical data to the
insurance company.

What is meant by insurance According to Law number 40 of 2014, insurance is an
agreement between two parties, namely the insurance company and the policyholder,
which is the basis for the receipt of premiums by the insurance company in exchange for:
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(a) Provide reimbursement to the insured or policyholder for losses, damages, costs in-
curred, loss of profits, or legal liabilities to third parties that may be suffered by the in-
sured or policyholder due to the occurrence of an uncertain event or (b) Providing pay-
ments based on the death of the insured or payments based on the life of the insured with
benefits whose amount has been determined and/or based on the results of fund man-
agement

Reviewed based on the provisions of the Personal Data Protection Law, insurance
companies can be interpreted as personal data controllers, namely every person, public
body, and international organization that acts individually or jointly in determining the
purpose and exercising control over the processing of personal data, Referring to the
reading of Article 55 paragraph (1) of the Personal Data Protection Law stipulates that the
personal data controller can transfer personal data to other personal data controllers
within the jurisdiction of the Republic of Indonesia (Wantu et al., 2021). The transfer in-
cludes the processing of personal data. The transfer of personal data is notified to the
subject of personal data. In addition, the controller of personal data must also pay atten-
tion to: (a) The data controller must have explicit valid consent from the personal data
subject through written or recorded consent electronically or non-electronically for one or
more specific purposes that the personal data controller has conveyed to the personal
data subject. (b) An agreement clause in which a request for the processing of personal
data does not contain explicit valid consent from the subject of personal data is declared
null and void. (c) In carrying out the processing of personal data, the personal data con-
troller is required to show proof of consent that the personal data subject has given.

So, based on the above provisions, insurance companies that transfer and/or dis-
seminate consumer personal data must obtain and show proof of consent from the con-
sumer concerned. In addition, there are also criminal sanctions for anyone who deliber-
ately and unlawfully discloses personal data that does not belong to them and is sen-
tenced to a maximum of 4 years in prison and/or a maximum fine of IDR 4 billion. So, the
insurance or guarantor is allowed to process the guarantee by opening the patient's
health data because the policyholder and the insurer have already approved it. However,
in the event of a leak, legal sanctions will still be imposed in accordance with the Personal
Data Protection Law number 27 of 2022.

Mostly, data leak incidents also occur due to human error. For example, some em-
ployees accidentally send sensitive information or publish it online. Hit the "reply all"
button in an email with hundreds of people in it when you want to send confidential in-
formation. This can also happen when staff create publicly available databases and
search engines, which is a condition when confidential information is leaked, and anyone
can gain access until it is locked back. When this error occurs, those who want to hack
into the system will print out the confidential information to use for personal gain. All
accidental data leaks still result in the same penalties and reputational damage. The se-
cond possibility that occurs is that the staff deliberately publishes the patient's personal
data.

Based on the researcher's experience, it was found that staff in the hospital delib-
erately took photos of patients' electronic medical records for personal needs and dis-
tributed them to third parties. This causes losses for the Hospital because it is included in
the violation of patient personal data protection following the Patient Personal Data
Protection Law Number 27 of 2022. When asked for clarification by the Hospital, the Staff
said they did not know that the action they took violated the Patient Personal Data Law
Number 27 of 2022 (Honna, 2022). The staff also said they did not know there were legal
sanctions and fines for leaking patients' personal data. However, what happened in this
case, the patient and the patient's family did not take the legal route, and were willing to
solve the problem of leaking the patient's personal data through the family line. The
sanction given by the Hospital in accordance with the patient's demands is to terminate
employment without any administrative fines because this problem can be solved with
the family.
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Through Permenkes Number 269 of 2008 Article 10, paragraph 1, medical record
data must be properly kept confidential by medical personnel, health facility staff, and
management. Maintaining the confidentiality of patient data is also one of the Indonesian
Medical Code of Ethics (KODEKI). This is recorded in Article 16 of the Code of Conduct,
that every doctor is required to maintain the confidentiality of all information about the
patient that he or she knows, even after the patient dies. Medical records contain records
and documents about the patient's identity, examinations, treatments, actions, and other
services provided to patients. Medical records are a collection of information about the
identity, results of anamnesis, examination, and records of all activities of health care
providers on patients and from time to time. The actions of health service institu-
tions/facilities that must be recorded in the patient's Medical Records are regarding the
patient's identity, examination, treatment, actions, and other services to the patient (Ilyas
et al., 2023). So, the Medical Records will also contain the type of patient and even the
patient's family disease history, which is a reference for the cure of the patient's disease
related to hereditary diseases, for example. So, it means that the patient's secret and the
patient's family are inside. The secret belongs to the patient which is the contents of the
Medical Records file made by health workers who treat him both outpatient and inpa-
tient. Therefore, to protect the secret of the disease, it was initially regulated in the Min-
ister of Health Regulation Number 749a/Year 1989, which was then also regulated in Ar-
ticle 47 Paragraph (1) of Law Number 29 of 2004 concerning Medical Practice and the
Minister of Health Regulation Number 269 of 2008 concerning Medical Records in which
it is stated that the physical medical record file belongs to the Health Service Facilities
(Saryankes) and the contents of the medical record file belong to the patient.

Furthermore, related to the confidential nature of the contents of the Medical Rec-
ord, several rights are juridical manifestations of the nature of confidentiality, including:
Hak Privacy, Patient Access Rights, Right to Medical Secrets, The Right to Refuse to Dis-
close Medical Secrets.

Although the rules regarding patient medical record data privacy have been clearly
stated, cases of violations of patient medical data privacy continue to occur. Patients are
most disadvantaged if their medical data is leaked to the public when a data leak occurs.
Especially when the medical record data of patients suffering from diseases that are con-
sidered by the community to be a disgrace or a disease that is detrimental to the envi-
ronment is known to the public (Quality Committee of Dr. M. Djamil Padang General
Hospital, 2022). The next example is the case of leakage of one and two
COVID-19-positive patients in Indonesia. Not a few people in the surrounding envi-
ronment blame the two patients. This makes patients and their families receive negative
exposure to the environment because it is considered the culprit of the pandemic in In-
donesia. This will have a severe psychological impact on patients because they feel
pressured by negative exposure from society. Unfortunately, the negative exposure also
has the potential to be experienced by the patient's family. This is a very detrimental
condition for patients and families.

More than that, the leak of medical record data can also have the potential to cause
panic in the community. Patients' personal data that is known to the public also has the
potential to be misused by certain parties for personal gain. For example, it is used by
fraudsters to make fake insurance claims. Of course, this will cause great losses to the
patient. It is very wrong if we think that data leaks only harm patients. While data leaks
don't necessarily damage systems, their impact cannot be underestimated (Sihombing &
Hamid, 2020). Violating patient medical record data privacy will also cause various
losses to the hospital where the patient is treated. Patients whose data is exposed to the
public will certainly be disappointed, especially if it is due to the weakness of the hospital
security system (Mohamed et al., 2020). Disappointed patients have the potential to
spread their disappointment to their relationships. Worse, they can even create negative
hospital reviews and spread them through social media.

Public trust will decline drastically if information on privacy violations of patient
medical record data is known to the public. As a result, the credibility of hospitals, espe-
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cially in terms of maintaining the confidentiality of patient data, will be destroyed in an
instant. If this happens, especially if it becomes viral news or is aired in print or electronic
news media, the public's interest in getting treatment at your hospital will decrease. They
will prefer to go to other hospitals that can guarantee the security of patients' medical
data. Data leakage is equally detrimental for patients as data owners and for the hospital
responsible as its manager (Nte et al., 2022). To prevent this from happening, the hospital,
as the manager, needs to prepare a strong medical record data protection system to en-
sure the security of patient data. In addition, the hospital's success in maintaining the
confidentiality of patient data can also be a competitive factor in increasing patient trust
in hospital services.

To avoid patient data leaks, hospitals must have the latest generation antivirus,
which is a security solution and is easy to manage, operate, and scale to meet the needs of
on-premises management, cloud management, or hybrid solutions for security, protec-
tion, early detection, and end-point response needs (Shuai & Liu, 2023). As for the human
resources (users) of the Hospital, it is necessary to introduce or socialize the electronic
medical record system, how to use it, and the Hospital policy that regulates electronic
medical records.

The protection of patients' personal data in hospitals has been regulated by law,
both the Patient Personal Data Law Number 27 of 2022 and Law Number 40 of 2014
concerning insurance. It's just that we remind them that it is necessary to regularly so-
cialize all staff in health service facilities or in insurance. In each hospital, there are also
pictures or writings prohibiting taking pictures or recording patient personal data, both
physical and medical records; this applies to all Indonesian citizens to foster a sense of
responsibility for the protection of patients' personal data.

In addition, the hospital should have an unchanged contact number to inform pa-
tients and families because recently, there have also been widespread scams on behalf of
the hospital asking families to send a certain amount of money on the grounds of the
need to pay for patient fees. In a state of panic, the patient's family may be in a hurry to
transfer a sum of money for help to the patient, so with a contact number that is already
known, the patient or family will send a scam over the phone (Bariun et al., 2022).

Medical record documents belong to health service facilities and must be main-
tained in security, integrity, confidentiality, and availability of data in medical record
documents. Every patient has the right to access information in medical record docu-
ments. The patient's right to medical record information is expressly regulated in Article
276. Article 297, paragraph (2) of the Health Law (Mawitjere, 2023).

Law Number 29 of 2004 concerning Medical Practice is also a law that aims to
protect patients. The rights of patients regulated in Article 52 of Law No. 29/2004 are:
Patients receiving services in the practice of medicine have the right to: (a) obtain a com-
plete explanation of medical measures as referred to in Article 45 paragraph (3); seek the
opinion of another doctor or dentist; get services according to medical needs; refuse
medical treatment, and get the contents of the medical record.

The protection of patients’ rights is also stated in Article 32 of Law No. 44 of 2009
concerning Hospitals, namely, Every patient has the right to: obtain information about
the rules and regulations that apply in the Hospital; obtain information about the pa-
tient's rights and obligations; obtaining services that are humane, fair, honest, and
non-discriminatory; obtaining quality health services by professional standards and op-
erational procedure standards; obtain effective and efficient services so that patients
avoid physical and material losses; submit complaints about the quality of services ob-
tained; choose doctors and classes of care according to their wishes and regulations ap-
plicable in the Hospital; ask for consultation about the disease they suffer from to other
ctors who have a Practice License (SIP) both inside and outside the Hospital obtain pri-
vacy and confidentiality of the disease suffered, including its medical data; obtain in-
formation that includes the diagnosis and procedures of medical procedures, the purpose
of medical procedures, alternative actions, risks and complications that may occur, and



Legal Brief, 2025, Vol. 14, No. 1

23 of 13

References

the prognosis of the actions performed and the estimated cost of treatment; giving ap-
proval or rejection of the actions that health workers will take against the disease they
suffer; accompanied by his family in critical condition; perform worship according to
their religion or beliefs as long as it does not disturb other patients; obtain their own se-
curity and safety while being treated in the Hospital; submit proposals, suggestions, and
improvements to the Hospital's treatment of him; rejecting spiritual guidance services
that are not in accordance with their religion and beliefs; sue and/or use the Hospital if
the Hospital is suspected of providing services that are not in accordance with standards,
both civil and criminal, and complaining about hospital services that are not in accord-
ance with service standards through print and electronic media in accordance with the
provisions of laws and regulations.

The contents of the patient's medical records and submitted to the patient, but the
Hospital should make a General Approval Letter that will be signed by the patient, which
includes approval for the release of medical information to the family specified during an
emergency.

Article 33 paragraph (1), Article 34 paragraph (1), (3), and (4) of Permenkes 24/2022
states that the opening of the contents of medical records can be done with the consent of
the patient to: (a) the importance of maintaining health, medicine, healing, and patient
care; (b) own patient requests and/or (c) administrative purposes, insurance payments, or
health financing guarantees.

However, if the patient is incompetent, approval for the opening of the contents of
the medical record mentioned above can be given by the next of kin or the owner in ac-
cordance with the provisions of laws and regulations. The patient's closest family in-
cludes the patient's husband, wife, adult children, biological parents, or siblings (Key et
al.,, 2019). Thus, the patient's family can receive medical records in the event that the pa-
tient is under the age of 18 and/or the patient is in an emergency. In addition, in relation
to the approval of the opening of the contents of the medical record, if the patient is in-
competent, it can also be given by the family.

Legal protection is indispensable when it comes to the right to privacy, personal
data, and the confidentiality of diseases. So that patient data or information is well
maintained and does not harm anyone, especially the parties concerned. Because many
professions that deal with patients deliberately expand and inform disease data and
confidentiality only for conversation with others. Whoever violates these laws and reg-
ulations may receive appropriate sanctions and be carried out as stated in the various
laws and regulations. Legal sanctions or fines according to the law should be socialized
again to staff working in hospitals, both medical and non-medical staff.

4. Conclusions

Based on the results of the study, it can be concluded that the protection of patient pri-
vacy data in the process of applying for insurance/guarantee at the hospital has been
protected by law, and this is legally done in the process has been made well with a so-
phisticated system, even recently there has been a special electronic message for hospitals
called restore. Indeed, not all hospitals can use it. It is clear that legal sanctions for an-
yone who violates or causes patient data leakage, it is necessary to carry out periodic so-
cialization for every hospital staff to provide a password and not forget. Based on the
data obtained, it can also be concluded that each hospital has regulated so well the pro-
tection of patient privacy data in accordance with law No. 27 of 2022 Article 4, paragraph
2 concerning personal data protection.
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