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Abstract: The growth of telemedicine in Indonesia has become an innovative solution to improve
access to health services, especially in remote areas, but accompanied by an increased risk of
leakage of sensitive patient data. This problem is exacerbated by the uneven implementation of
data protection regulations, despite the implementation of the Personal Data Protection Law (PDP
Law) of 2022, Minister of Health Regulation No. 20 of 2019, and provisions in the Health Law. This
study uses a normative legal approach with analysis of legal documents, legal literature, and a
study of secondary data related to data leakage incidents in the telemedicine sector. The discussion
focused on reviewing the legal provisions that regulate explicit approval, transparency, and in-
formation security systems in the management of medical data, as well as analyzing the application
of these norms in the field. Furthermore, this study integrates legal theories such as informational
self-determination and contextual integrity, as carried out by leading experts (Warren & Brandeis,
Solove, Westin, Nissenbaum, and Kuner), to assess the impact of data leaks on human rights, es-
pecially the right to privacy and protection of personal information. The results show that although
regulations have been legally enforced, implementation constraints such as inequality in digital
infrastructure, differences in legal interpretation at the local level, and cross-sector coordination are
still major obstacles. Therefore, synergy between strict regulation and a multidisciplinary approach
is urgently needed to ensure that telemedicine innovation goes hand in hand with full respect for
human rights.
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1. Introduction

In the ever-evolving digital era, telemedicine has emerged as an innovative solution to
overcome challenges in healthcare, especially in developing countries such as Indonesia.
According to a report from the Global Telemedicine Market, the use of telemedicine is
expected to grow by 25% per year, reaching a global market value of USD 459.8 billion by
2026. In Indonesia, the adoption of telemedicine increased significantly, especially dur-
ing the COVID-19 pandemic, with telemedicine platforms seeing a 300% increase in users
in 2020.(Permata Seviera, 2024) Globally, the use of telemedicine has increased rapidly,
driven by the need for efficiency in healthcare and better access for patients. According to
a report from the World Health Organization (WHO), the use of telemedicine in South-
east Asia is expected to increase by up to 60% in recent years, reflecting the great poten-
tial that this sector has.(Stoltzfus et al., 2023)

While telemedicine offers convenience and accessibility, this growth also comes
with significant risks related to patient data security. Data leakage is a global issue of
concern; A report from Cybersecurity Ventures states that cyberattacks against the
healthcare sector increased by 45% in 2021.(Oche Joseph Otorkpa et al., 2024). In Indo-
nesia, a number of cases of privacy violations have attracted attention, with news about
the data leak of users of popular health apps. This raises concerns about the long-term
impact on public trust in telemedicine services.(Syahwami & Hamirul, 2024)
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On the other hand, government policies related to personal data protection in
Indonesia are also still in the development stage. Despite the Personal Data Protection
Law passed in 2022, its implementation still faces many obstacles, including a lack of
understanding among healthcare providers about the importance of data security. This
adds to the complexity of the problems faced in maintaining patient data priva-
cy.(Rohmah, n.d.)

In the context of Human Rights (HAM), personal data protection is a fundamental
aspect that must be upheld. Under Article 28G of the 1945 Constitution, everyone has the
right to personal protection, including information related to health (Singh, 2024).
However, many telemedicine service providers in Indonesia still face challenges in pro-
tecting patient data, potentially violating basic individual rights. Research by the Per-
sonal Data Protection Institute shows that only 30% of telemedicine service providers
implement adequate data security standards. (Iswandari et al., 2024). Based on the
presentation that has been described earlier, it will be very interesting to discuss further
in the form of a legal journal with the title: Protection of Confidentiality of Patient Data in
Telemedicine Services in Indonesia: Human Rights Perspective

If viewed from previous studies, (Fakih, 2022) indicated that patient data protec-
tion in telemedicine services in Indonesia remains significantly weak, as evidenced by the
data breach incident involving 1.3 million eHAC users. How Kit Thong and Danny Kit
Chung Wong also identified similar issues in Malaysia, particularly concerning the le-
gality and security of data in electronic prescription use within telemedicine services.
(Thong et al., 2021) Meanwhile, Fanny Priscyllia (Priscyllia, 2019) revealed that Malaysia
has a stricter data protection framework through the Personal Data Protection Act (PDPA)
2010, which provides more comprehensive safeguards compared to Indonesia's regula-
tions.

The study conducted by Ramdhani Simatupang (Rahmadhani Simatupang &
Fahmi, 2023) reinforces these findings by demonstrating that telemedicine regulations in
Indonesia remain limited to services between healthcare facilities, whereas Malaysia en-
forces stricter regulations for medical practitioners. Overall, patient data protection in
Indonesia’s telemedicine sector is still suboptimal and requires a more comprehensive
regulatory reform to ensure the security of personal data and compliance with higher
data protection standards.

This study aims to analyze the relationship between patient data leakage in tele-
medicine and its implications for human rights, with a focus on the application of exist-
ing legal norms. The formulation of the problems that will be discussed in this study in-
cludes: 1) What are the legal provisions that govern the protection of personal data in the
context of telemedicine in Indonesia? 2) How is the implementation of these legal norms
in practice and their impact on human rights?

2. Materials and Methods

The normative legal research method used in this study provides a structured approach
to analyzing existing legal norms and their effectiveness in protecting patient data in
telemedicine services. By examining statutory regulations, official legal documents, and
legal literature, this method identifies gaps and inconsistencies in current legal frame-
works. Previous research by Briant and Budiarsih (2022) found that telemedicine regula-
tions in Indonesia remain fragmented, leaving legal loopholes, particularly concerning
doctors' liability. Similarly, (Arfah & Puspitosari, 2023) emphasized healthcare providers'
responsibilities in protecting patient data and the legal risks posed by data breaches. By
building on these findings, this study evaluates the adequacy of Indonesia’s **Personal
Data Protection Act** and **Medical Practice Law** in addressing patient data security.
The research highlights ambiguities and inconsistencies in the law while proposing leg-
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islative improvements, stricter enforcement mechanisms, and clearer sanctions to en-
hance patient data protection in telemedicine services.

Furthermore, this research method facilitates an examination of differences in legal
interpretations at both regional and national levels. By analyzing regulatory texts, judi-
cial decisions, and legal scholarship, the study uncovers variations in how patient data
protection is enforced across different jurisdictions. (Arfah & Puspitosari, 2023) noted
that while national laws impose responsibilities on healthcare providers, these obliga-
tions may be interpreted differently at the regional level due to varying local policies.
Additionally, (Marune, 2023) identified inconsistencies in regulatory enforcement that
contribute to legal uncertainty. Through comparative legal analysis, this study explores
these disparities, demonstrating the need for harmonization between national policies
and regional regulations to ensure consistent and effective patient data protection. By
addressing these legal challenges, the study provides a foundation for policy recom-
mendations aimed at strengthening the legal framework governing patient data security
in telemedicine services.

3. Results and Discussion

3.1 Legal Provisions for Personal Data Protection in Telemedicine in Indonesia

The protection of personal data in the context of telemedicine in Indonesia is gov-
erned by a number of complementary regulations, creating a legal framework that aims
to protect the rights of individuals regarding their health information. The Personal Data
Protection Law (PDP Law) passed in 2022 is the main legal foundation, adopting princi-
ples that are in line with international standards, such as the obligation to obtain clear
consent from data subjects, transparency in data collection and processing, and the re-
sponsibility of organizers in maintaining the security of personal data. The Act provides
that any data collection must be carried out with the explicit consent of the individual,
which gives them the right to know the purposes for which the data is used and which
third parties may be involved. (Yuniarti, 2022)

In addition to the PDP Law, the Regulation of the Minister of Health No. 20 of 2019
concerning the Implementation of Telemedicine also has an important role in regulating
the practice of telemedicine in Indonesia. This regulation puts forward guidelines for
health workers in using information technology, with an emphasis on the importance of
patient data protection. In this context, telemedicine service providers are required to
implement adequate security measures to protect patient data from unauthorized access
and information leakage.(Iswandari et al., 2024)

Furthermore, Health Law No. 36 of 2009 also provides a legal basis related to pa-
tients' rights, including the right to protect their personal data. The articles in this law
affirm that every patient has the right to have protection for the health information in his
possession, which should not be misused by health care providers.(Maria Maddalena
Simamora, 2022)

In detail, there are several articles in Indonesia's positive law that regulate the
protection of personal data of telemedicine patients, including: The Personal Data Pro-
tection Law (PDP Law) which was passed in 2022 has a number of key articles that are
directly related to patient data protection. Article 1 defines important terms, such as
"personal data,” "data controller," and "data processing,” which provide a basic frame-
work of understanding. Article 6 emphasizes the obligation to obtain consent from the
data subject before collection is carried out, especially in telemedicine where sensitive
health data is often collected. Article 14 regulates the right of data subjects to access and
correct their personal data, which ensures that patients can verify the accuracy of their
health information. In addition, Article 15 requires data controllers to report data leaks to
the authorities and data subjects, increasing transparency and accountability. (Siti
Yuniarti, et.al, 2023).In addition, the Minister of Health Regulation No. 20 of 2019 pro-
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vides specific guidelines in the implementation of telemedicine. Regulation of the Min-
ister of Health No. 20 of 2019 concerning the Implementation of Telemedicine Services
Between Health Service Facilities provides an important legal framework for the imple-
mentation of telemedicine services in Indonesia. In the increasingly developing digital
era, telemedicine is an effective solution to expand access to health services, especially in
remote areas that are difficult for medical personnel to reach. However, in its imple-
mentation, the security aspect of patient personal data is one of the important elements
that is strictly regulated.

This regulation defines telemedicine as the provision of telemedicine health ser-
vices carried out by health workers by utilizing information and communication tech-
nology. This includes the exchange of information, diagnosis, treatment, as well as re-
search and evaluation that allows the sending and receiving health care facilities to work
together in handling patients. In this case, the exchange of data and information between
the two healthcare facilities poses challenges related to the confidentiality and security of
patients' personal data. (Adrianto, et.al, 2021)

As stipulated in Article 17 paragraph (2) letter b and Article 18 paragraph (2) letter
b of this regulation, every patient data and information obtained from telemedicine ser-
vices must be guaranteed confidentiality by the Health Facility.(Delva Primayani et al.,
2021.)

This provision emphasizes the importance of protecting patients' personal infor-
mation from unauthorized access or unlawful use. Given that health data falls under the
category of sensitive personal data, the protection of confidentiality is part of the indi-
vidual's right to privacy, which is protected both nationally through the Personal Data
Protection Law and internationally through human rights instruments, such as the Uni-
versal Declaration of Human Rights. (Ariyanie Yusuf et al., 2024)

In the context of telemedicine, patient data sent electronically through telecommu-
nication systems needs to be protected from the threat of data leakage, hacking, or misuse
by third parties. Article 12 of this regulation stipulates that health service facilities that
provide telemedicine must use a telemedicine application with a data safety system in
accordance with the provisions of laws and regulations. This technology must meet the
security standards set by the Ministry of Health, including securing communication
systems and storing data in an encrypted manner. (Tombokan,2024)

In addition, this rule also requires every health facility involved in telemedicine to
maintain patients' electronic medical records. These medical records are an important
part of personal data that must be maintained in integrity. Article 3 letter 7, Article 7
Paragraph (1) letter ¢, Article 7 Paragraph (2) letter c and Article 14 paragraph 4 require
documentation of all telemedicine services in electronic medical records, which must be
protected from being accessed by uninterested parties. (Lestari, 2021)

Furthermore, Health Law No. 17 of 2023 also includes relevant provisions, Article 4
paragraph (1) letter i affirms that patients have the right to obtain confidentiality of their
personal health data and information. Article 32 states that every patient has the right to
protect their personal data from unauthorized access, providing a legal basis to address
privacy violations in telemedicine. The implications of these articles are significant, as
healthcare providers must be aware of their legal obligations and the consequences of
violations.

Given these regulatory limitations, Indonesia must strengthen its legal framework
to ensure more comprehensive and effective patient data protection in telemedicine.
Compared to countries with stricter oversight on individual medical practitioners, In-
donesia’s regulations remain primarily focused on healthcare facilities, creating gaps in
accountability. Aligning national regulations with international standards, expanding
legal coverage to include individual healthcare practitioners, and enhancing enforcement
mechanisms are essential steps to closing existing legal gaps and mitigating risks associ-
ated with data breaches.
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3.2 Implementation of Personal Data Protection Law in Telemedicine and Its Impact on
Human Rights

In the increasingly evolving digital era, the protection of personal data —especially
medical data in telemedicine—has become a central issue in efforts to ensure human
rights. At the global level, the concept of data protection has been driven by the thinking
of pioneers such as Warren and Brandeis (1890), who in their classic work "The Right to
Privacy" emphasized that privacy is a fundamental right that must be protected from
unauthorized intervention. (Hansen Samin, 2023)This thinking has provided the basis for
modern privacy theory, which was later further developed by Daniel J. Solove in Un-
derstanding Privacy (2008). Solove stated that privacy is a multifaceted phenomenon,
which covers all aspects of data collection, storage, and dissemination, so that each stage
of data processing carries potential risks that must be anticipated through comprehensive
legal regulations. (Widigdo & Ferry Rosando, 2023) Alan Westin, in Privacy and Freedom
(1967), emphasized that individual control over his or her personal information is an
absolute requirement for freedom and autonomy. This concept requires an informed
consent mechanism, where each individual must get a thorough explanation before their
personal data is processed.(Djafar, 2019)

In addition, the theory of "contextual integrity" introduced by Helen Nissenbaum
(2009) emphasizes that data processing must be in harmony with social norms and cul-
tural expectations in a certain context. (Bahram, 2023()In the realm of telemedicine,
medical data is not only concerned with technical aspects, but also reflects the identity
and dignity of the patient which must be respected in accordance with socially agreed
confidentiality standards.

In line with these thoughts, Christopher Kuner (2013) reveals the challenges that
arise due to cross-border data flows, which require harmonization between international
standards—as embodied in the European Union's General Data Protection Regulation
(GDPR) (2016) —and national legal frameworks.(Czerniawski et al., 2024.) In Indonesia,
efforts to align international regulations with local needs have been realized through Law
Number 27 of 2022 concerning Personal Data Protection (PDP Law) and Minister of
Health Regulation Number 20 of 2019 concerning Telemedicine.

The PDP Law establishes a strict legal framework by demanding transparency,
accountability, and informed consent in the processing of personal data. Telemedicine
service providers are required to register data processing systems, conduct internal au-
dits, and implement advanced security technologies such as encryption and multi-factor
authentication to protect sensitive data. On the other hand, Permenkes No. 20 of 2019
regulates operational and technical standards in the implementation of telemedicine,
with the aim of ensuring that each medical data processing procedure meets the security
and accuracy standards that have been set.

Theoretically, the concept of informational self-determination—which is widely
associated with Solove and Westin's thinking—is the foundation that every individual
has the right to control his or her personal data.(Aji, 2023) This is strengthened by the
application of the principles of transparency and accountability, which require service
providers to always convey clear information to data subjects, as well as account for
every data processing action through an effective monitoring mechanism. In addition,
the principles of legal certainty and due process are absolute requirements so that any
violation of personal data can be identified and followed up fairly.(Situmeang, 2021)

From a conceptual perspective, the concept of cross-sector harmonization is also
very important. In Indonesia, the successful implementation of data protection regula-
tions does not only depend on one institution, but is the result of coordination between
the Ministry of Health, the Ministry of Communication and Informatics, and other su-
pervisory agencies. This is a manifestation of efforts to harmonize global standards and
local needs—a challenge expressed by Kuner—so that there is no fragmentation of data
protection that can open up legal loopholes.
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In addition to the normative aspect, the ethical criticisms delivered by Shoshana
Zuboff in The Age of Surveillance Capitalism (2019) and Viktor Mayer-Schonberger in
Delete: The Virtue of Forgetting in the Digital Age (2009) highlight the dangers of exces-
sive data commercialization. They argue that the massive collection of data for economic
purposes should be balanced with the right of individuals to control and, if necessary,
delete data that is no longer relevant. (Putranto, 2020)This perspective emphasizes that
data protection in telemedicine is not only a technical issue, but also an effort to maintain
the dignity and autonomy of each individual.

Although the regulations have been strictly stipulated through the PDP Law and
Permenkes Number 20 of 2019, a critical analysis of its implementation shows that there
are challenges in the field. The gap in digital infrastructure between regions, variations in
legal interpretation at the local level, and cross-sectoral coordination that has not been
maximized are real obstacles. Therefore, the success of personal data protection in tele-
medicine is highly dependent on capacity building, policy harmonization, and compre-
hensive legal education to all stakeholders.

The challenges in implementing data protection regulations in telemedicine high-
light the need for a more integrated and technology-driven approach. Harmonizing na-
tional and international data protection frameworks remains a challenge, as regional
disparities in legal interpretation create uncertainty. Compared to countries with clearer
enforcement mechanisms, Indonesia still faces infrastructure gaps that increase the risk
of data breaches. Future policies should focus on improving legal certainty, fostering
cross-sectoral collaboration, and leveraging emerging technologies such as Al and
blockchain to enhance data security while ensuring compliance with human rights prin-
ciples, in line with evolving global standards.

4. Conclusions

Indonesia’s legal framework for patient data protection in telemedicine, established
through the PDP Law 2022 and Minister of Health Regulation No. 20 of 2019, faces sig-
nificant challenges in integrating human rights principles. Inconsistent legal interpreta-
tion and enforcement, coupled with regional disparities in digital infrastructure, weaken
data protection efforts. Ethical concerns, particularly regarding informed consent,
transparency, and commercialization of personal data, further highlight the need for
stronger safeguards.

Future research should explore Al and blockchain technologies to enhance data
security and patient control. Al can improve real-time threat detection, while blockchain
offers tamper-proof data storage aligned with international privacy standards.
Strengthening cross-sectoral collaboration among regulators, healthcare providers, and
technology developers is crucial to ensuring a more secure and ethically responsible
telemedicine ecosystem in Indonesia.
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