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Abstract: This research discusses the use of blockchain technology as a solution to reduce the risk
of fraud in electronic transactions using QRIS in Indonesia. With the development of information
technology, cybercrime such as online fraud is increasing. However, existing regulations have not
fully addressed this problem. The research method used is normative-empirical legal research,
which combines literature study and interviews with QRIS users. The results show the need for
better legal protection to protect consumers from fake QRIS and system vulnerabilities. The find-
ings highlight that blockchain technology provides advantages in creating unparalleled transpar-
ency and security in electronic transactions, thus providing an effective solution in reducing the
risk of fraud. Interviews with QRIS users also revealed their challenges and expectations regarding
the use of QRIS, emphasizing the importance of public education on the correct use of QRIS as well
as proactive law enforcement. This shows the importance of further exploration to create a fair
digital transaction environment for consumers and businesses, as well as emphasizing cooperation
between the government, regulatory agencies, and industry players in improving legal protection
and public education regarding QRIS.
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1. Introduction

Indonesia is a country of law that upholds the supremacy of law based on justice, as ex-
plained in Article 1 paragraph 3 of the 1945 Constitution. This is to create security and
justice for all Indonesian people (Mukhtadir, 2022) .

Current technological developments make interaction between individuals or groups
easier, increasing convenience in various aspects of life (Fitriani, 2014) . Current techno-
logical developments have become a basic need for society, especially in obtaining in-
formation via smartphones. This affects the modernization of social, cultural, economic,
defense, security and law enforcement (Chumairoh, 2021) .

Information technology has become a primary need in everyday life through the use
of devices such as smartphones and laptops, as well as applications such as Facebook,
WhatsApp, Instagram and TikTok. The impacts are varied: positively, technology makes
it easier to access information, supports education, and makes long-distance communi-
cation and online shopping easier. However, technology also has negative impacts such
as increasing online crime, including online prostitution, gambling, data theft and fraud
(Suhariyanto, 2012) . In Indonesia, protection of the public from technological crimes is
regulated in Law Number 19 of 2016 concerning Amendments to Law Number 11 of 2008
concerning Information and Electronic Transactions (Wahyudi, 2013) .

Crime in Indonesia often occurs with varying views regarding its causes. Ineffective
laws are considered to be one of the causes. Public understanding of crime needs to be
improved with scientific disciplines that are appropriate to current developments, espe-
cially technology and information. Criminology is important to understand the causes
and consequences of crime, such as fraud via social media (Gultom, 2022) .

Online transactions are increasingly common among people because of their con-
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venience, just by using online media such as cellphones. There are various online trans-
action applications that are safe and help people's activities, such as Dana, OVO, GoPay,
ShopeePay, and QRIS (Admin Aptika, 2017) . QRIS is popular because of its convenience;
simply scan the payment code. Its use has become widespread in stalls, supermarkets
and various shops, making it easily accessible to many people.

Electronic money is a form of electronic money used for online payments via elec-
tronic devices such as smartphones. This electronic money is prepaid, meaning its value
is stored in electronic media (Mahyuni & Setiawan, 2021) . Electronic payments make
transactions easier without face to face. Bank Indonesia developed the QRIS standard as a
single QR code for all digital transactions, accelerating digital financial inclusion in In-
donesia (Tara & Sudiro, 2023) .

Even though QRIS makes things easier, the potential for fraud still exists. For exam-
ple, a bakmie entrepreneur was tricked by consumers with fake QRIS, resulting in finan-
cial losses. Proof of payment turns out to be edited (Admin, 2022) . Fraud is a criminal act
that must be held accountable. The perpetrator of a criminal act must fulfill the elements
of the act he committed and the conditions need to be taken into account (Supriyono et
al., 2022) . Electronic fraud can be reported to the Police, Bank Indonesia, OJK and other
agencies. Criminal sanctions are regulated in Article 378 of the Criminal Code, with a
maximum penalty of four years in prison for perpetrators who use deception to obtain
unlawful profits (Mahyuni & Setiawan, 2021) .

QRIS has increased non-cash transactions in Indonesia since it was introduced by
Bank Indonesia in February 2022. However, financial digitalization brings cyber risks,
especially phishing. More than 356 thousand financial-related phishing attacks have been
blocked in Indonesia since the start of this year, with the majority targeting payment
systems. The increasing trend of online shopping is also attracting attention, as online
stores are becoming profitable targets for cybercriminals. There have also been more than
20 thousand phishing attempts related to online banking in the country (Pramudita,
2023) .

Article 378 of the Indonesian Criminal Code does not cover online fraud in electronic
transactions. The specific regulations are regulated in Law no. 19 of 2016 and Law no. 11
of 2008. The implementation of QR-Code as a payment system faces challenges in tech-
nological literacy and comprehensive regulations. Consumer rights have not been fully
fulfilled, and supervision of payment service providers has not been optimal (Arsha
Putra & Yustiawan, 2022; Noval et al., 2022) .

Law Number 19 of 2016 regulates information technology and electronic transac-
tions, adapting to internet developments. Previously, cybercrime was handled using
conventional law. Lack of regulation can cause losses (Kartiko, 2013) .

A gelato outlet in West Jakarta experienced a case of theft of 45 million through fake
QRIS. The shop owner, Ristiana Eteng, discovered this after checking for a drop in rev-
enue and posing as a customer to investigate. One of the employees was suspected of
being the perpetrator by using his personal QRIS, even though the outlet had provided
an acrylic-based QRIS (Noviansah, 2023) . This incident highlights the importance of
improving the security of electronic transactions, with one proposed solution being to
implement blockchain technology.

Blockchain is a distributed database technology for recording digital transactions
safely and efficiently. It prevents double spending and other problems by providing a
secure peer-to-peer transaction environment with low fees (Admin, 2019) .

In conventional financial transactions, a third party is needed, while QRIS is a pay-
ment tool. However, in blockchain, each transaction is recorded in a permanently linked
block, increasing security because each block has a hash of the previous block (Munawar
et al., 2023) . Electronic payments have positive but also negative impacts, such as in-
creasing online fraud. An example is fake QRIS, a non-cash payment system in Indonesia,
which can cause errors and harm the parties involved if intentional (Herryani, 2023) .

Blockchain improves communication efficiency and security and facilitates resource
management. In financial transactions, the use of blockchain reduces the risk of fraud
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and automatically records activities. As a new paradigm, blockchain offers a high level of
security and supports business innovation. This research explores the use of blockchain
to overcome fraud in payments via QRIS, locally and internationally, to increase under-
standing of blockchain solutions in reducing the risk of fraudulent electronic transac-
tions.

With the growth of electronic transactions, the risk of fraud is also increasing, so
there is a need for effective solutions to protect consumers and businesses.Blockchain
technology can provide high security with transparency and non-manipulability of data,
making it relevant to be applied in financial transactions.This research can help in de-
veloping measures to protect consumers and businesses in electronic transactions, which
are increasingly important in today's digital era.With a deeper understanding of the
regulation of blockchain technology, it can help in developing appropriate regulations to
support the use of blockchain in financial transactions.

The theoretical and practical contributions of this research are to enrich the literature
on electronic transactions and the application of blockchain technology in the context of
transaction security and to provide guidance for related parties, such as payment tech-
nology companies and regulators, in developing policies that support the use of block-
chain technology in electronic transactions.

This research has a specific objective of providing an in-depth understanding of the
application of blockchain technology in preventing payment fraud through QRIS as well
as a comparison with practices in several developed countries.

2. Research methods

This research uses normative-empirical legal research, examining regulations related to
electronic transactions using QRIS. The relevant literature review covers consumer pro-
tection in QRIS transactions and the use of blockchain technology to prevent fraud in fi-
nancial transactions. By referring to previous research, this study can provide a better
understanding of efforts to counter payment fraud through QRIS using blockchain
technology. This research combines normative analysis (literature review) and empirical
research (interviews). Interviews were conducted directly to obtain primary data relevant
to the research. The questions prepared were open-ended to allow for additional infor-
mation that could support data analysis. In the interview process, information collected
includes the experiences and views of business owners, cashiers, and MSME business
owners regarding the use of QRIS in financial transactions. In addition, information was
also collected on the challenges faced, the impact of using QRIS on businesses, as well as
opinions and suggestions to improve the security of QRIS transactions and prevent
fraud. Primary data was collected through structured interviews with QRIS users, in-
cluding merchants, cashiers, and small and medium business owners. Secondary data
includes primary, secondary, and tertiary legal documents. The analysis approach used
is a qualitative approach. Data analysis is conducted by collecting relevant data from
primary and secondary data sources, then analyzing it in detail. The analysis steps in-
clude data reduction or data selection, data presentation in the form of narrative text or
graphs, and conclusion drawing to make accurate conclusions based on the data found.
Data reduction, presentation and inference were done qualitatively based on information
from primary and secondary sources.

3. Results and Discussion

3.1. Regulation of Blockchain Technology in Efforts to Prevent Payment Fraud via QRIS
Committed by Consumers in Electronic Transactions
a. Regulation of Blokchain Technology According to Financial Service Authority (OJK)

Regulations

OJK regulations regulate the use of blockchain in fintech financial services. Alt-
hough OJK Regulations Number 13/PJOK.02/2007 and Number 37/POJK.04/2018 pro-
vide a framework, they are not sufficient as an adequate legal basis for blockchain de-
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velopment in Indonesia. More comprehensive regulations are needed in accordance
with national cyber law policies to ensure appropriate use and prevent misuse, taking
into account societal values and the principles of legal certainty and freedom of choice of
technology. (Lase et al., 2021) .

b. Regulation of Blockchain Technology According to the Criminal Code (KUHP) and
the ITE Law
1) Regulation pf Blokchain Technology According to the Criminal Code Law

Blockchain technology influences criminal law in Indonesia. Although there are no
specific regulations, several articles in the Criminal Code can be used. For example, Ar-
ticle 378 on Fraud applies to cases related to cryptocurrency, and Article 280 on Defa-
mation to the spread of false information via blockchain. Other articles such as Articles
321, 362, 372, and 82 are also relevant in dealing with acts of network damage, embez-
zlement of digital assets, and abuse of power (Sofian & Pratama, 2021) .

Although there are no specific regulations for blockchain, the Criminal Code pro-
vides a legal basis for handling cases involving this technology. However, it is necessary
to continue to consider and develop a more specific legal framework to respond to
blockchain developments fairly and effectively.

Law Number 19 of 2016 regulates property rights in blockchain transactions,
providing the relevant legal framework (Fajarianto et al., 2022) .

2) Regulation of Blockchain Technology According to the ITE Law

The Indonesian government recognizes the importance of blockchain technology in
law, as reflected in the amendment to the ITE Law by Law Number 10 of 2020, provid-
ing a legal basis for the use of blockchain in contract transactions in Indonesia
(Megawati et al., 2023) .

The ITE Law provides the legal basis for blockchain activities in Indonesia even
though it does not directly regulate it. Several articles, such as Articles 28 and 29, can be
used to deal with blockchain-related crimes. However, more specific regulations are
needed to create legal certainty and consumer protection. For example, Minister of
Communication and Information Regulation No. 3 of 2021 sets standards for imple-
menting blockchain-based systems (Habiburrahman et al., 2022) .

3) Implementation of Case Studies Related to Fraudulent Acts Commited by Consumer
Against Business Actors
Payments via QRIS pose a risk of fraud. This research involved three interviews with
food business and shop owners, who offer QRIS services in city centers, despite being
aware of risks such as fake barcodes or failed authentication (Rahmanto, 2019) .

Mrs. Onat, owner of the "Numani" food stall, experienced an incident where a con-
sumer wanted to pay via QRIS in the amount of IDR 36,000.00 during lunch time.
However, the QRIS transaction was not recorded. After several days, the consumer's
girlfriend paid the previously unrecorded amount.

Using applications such as Dana for QRIS payments increases the risk of fraud due to
lack of supervision from the OJK. In addition, weaknesses in the use of blockchain
technology also exacerbate this problem. Developed countries are advancing blockchain
systems to strengthen digital financial services and reduce the risk of fraud.

OJK must provide guidelines, regulations and training about QRIS and blockchain
technology to business actors such as Mrs. Onat to prevent fraud and increase public
trust in QRIS transactions.

Andre, a grocery store employee, experienced fraud via fake QRIS when a buyer paid
IDR 50,000 via QRIS while Andre was standing guard at the cashier. Because he was
sleepy, Andre did not check the transaction thoroughly and later discovered that the
payment was not recorded. He admitted his mistake and had to compensate for the loss
with his personal money.

Even though the nominal amount is small, this is an online fraud that must be han-
dled fairly by all parties, including the government, law enforcement officials and the
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community (Rahmad, 2019) . Hoefnagels quoted in (Nugroho & Yuniarlin, 2021) states
that crime prevention can be done through criminal law, prevention without crime, and
influencing public perception through mass media. These can be divided into criminal
and non-criminal legal pathways. The criminal legal route is repressive by providing a
deterrent effect, while the non-criminal legal route focuses more on prevention before an
incident occurs.Dwi, owner of an MSME partner business, became a victim of fraud via
QRIS when selling in front of a minimarket. The buyer used fake proof of payment, and
Dwi's lack of thoroughness in checking payment notifications provided an opening for
fraudsters, causing a loss of IDR 40,000. This fraud method is simple but effective be-
cause it takes advantage of the victim's negligence. Buyers may use image editing ap-
plications or screenshots of other transactions. This action violates Article 372 of the
Criminal Code concerning fraud and Article 46 of the ITE Law regarding misuse of
electronic information media.

Dwi's case highlights the importance of vigilance and education for business actors,
especially MSMEs, in accepting payments via QRIS to prevent online fraud which can
lead to financial losses. Steps such as careful checking of proof of payment and notifica-
tions are essential in preventing fraud. Business actors also need to increase their un-
derstanding of online fraud modes and report cases of fraud to the authorities for fol-
low-up. Thus, fraud via QRIS can be prevented through education, vigilance and ap-
propriate preventive measures. Article 28 Paragraph (1) of the ITE Law, although it does
not specifically regulate fraud, regulates the occurrence of losses in electronic transac-
tions which require the fulfillment of elements such as intent, spreading fake news, and
consumer losses to be declared a violation (Fauzi & Primasari, 2018) .

4) Efforts to Overcome Payment Fraud Through QRIS Carried Out by Consumers in

Elctronic Transactions

To respond to cases of fraud experienced by Ms. Onat, Andre, and Dwi , reporting is
required to service providers or related institutions for fund recovery and guidelines
from the OJK regarding the use of QRIS and blockchain technology. Training to increase
understanding and awareness of online fraud is also important. Blockchain can increase
the security of transactions without intermediaries, but regulatory and understanding
challenges still need to be overcome, with the role of governments, regulators and fi-
nancial institutions very crucial (Bahanan & Wahyudi, 2023) .

Andre can report the fraud to the authorities to recover funds . Training and educa-
tion about checking transaction notifications can prevent future fraud. The government
has issued regulations such as the Criminal Law, Consumer Protection Law, and ITE
Law to tackle online fraud. Important steps include verifying site security, using a real
account, and checking prices before transactions. Supervisory bodies such as
Id-SIRTII/CC handle cybercrime. Consumer education, reporting, and employee train-
ing are expected to increase the security of online transactions and reduce fraud (Solim
etal., 2019) .

Dwi needs to report the fraud to the authorities. MSME business actors need educa-
tion about online fraud and transaction verification. Law enforcement involves both
penal and non-penal policies, with constraints on resources and legal awareness. Syn-
ergy between the community, law enforcement officials and electronic transaction ed-
ucation is needed. Legal instruments must follow developments in information tech-
nology for a just and prosperous society (Kasiyanto & Jerri, 2017) . In Dwi's case , the
first step was to report the fraud to the authorities. To prevent this, MSME business ac-
tors need to receive education about online fraud modes and how to verify transactions.

Law enforcement against online fraud needs to be strengthened through cooperation
between the authorities, financial supervisory institutions and business actors. Increas-
ing public awareness about online fraud modes and developing security technology
such as blockchain is also important in reducing the risk and impact of online fraud.

Efforts to Overcome Payment Fraud Through QRIS Carried Out by Consumers in
Electronic Transactions. Digitalization is renewing the way we interact, work and learn.
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This enables easy and open access to information and services, and opens up limitless
opportunities to connect people around the world (Nono Heryana et al., 2023) . Digi-
talization changes the way we interact, work, learn and carry out daily activities using
digital technology. This opens up limitless new opportunities to connect people around
the world and enables easy sharing of access to services and information (Wuryantai,
2013) .

The development of blockchain technology has been prominent in the digital era,
especially after the introduction of Bitcoin. Awareness of its potential and benefits is
increasing, with experts and business people creating digital currencies for various as-
pects of life. In the banking sector, blockchain has made financial transactions and the
settlement of cross-border transactions easier. In the logistics sector, blockchain is used
to safely and transparently record the journey of products from producer to consumer
(Suryawijaya, 2023) .

Blockchain is used in various countries for secure digital identities and improving
public services, such as electronic voting and humanitarian aid. The main challenge is to
create regulations that support innovation while paying attention to consumer safety
and protection. Increasing awareness and understanding of the potential of this tech-
nology is important for entrepreneurs, policy makers and society. Support from gov-
ernments, research institutions and business people can encourage the growth of
blockchain in the global digital economy. In vestment in education, progressive regula-
tions, and collaboration between parties can bring positive changes in various aspects of
global life (Pangestu, 2023) .

In Indonesia, QRIS is a popular choice for electronic transactions using QR codes.
However, in other countries such as the US, China and Singapore, the trend of using
cryptocurrency and blockchain technology as a payment method is increasing. As a
comparison with other countries, here are the arrangements for blockchain technology in
several developed countries:

c. Blockchain Regulations In The United States

In the US, blockchain is growing rapidly after Bitcoin's success as the first cryp-
tocurrency to use it. This sparked interest in blockchain technology as it enables decen-
tralized digital currencies. Developers and companies are starting to explore the poten-
tial of blockchain in various sectors, such as healthcare, digital identity, and supply
chains (Gad et al., 2022) .

In the US, blockchain technology innovation continues to grow, with many
companies and startups developing blockchain-based products for efficiency, trans-
parency and security. Large institutions and banks are also conducting trials to increase
the efficiency of financial transactions (Ali et al., 2020) . Although this technology is still
relatively new in the United States and legal regulations are still being developed, some
federal or state government agencies already have their own regulations governing
certain aspects of blockchain technology.

1) Securities and Exchange Commission (SEC)

The Securities and Exchange Commission (SEC) oversees the US stock market,
protects investors, and regulates cryptocurrencies. This determines whether a digital
coin is a security, requiring registration and compliance with rules (Admin, 2024;
Legge, 2024) .

2) Commodity Futures Trading Commission (CFTC)
The Commodity Futures Trading Commission (CFTC) is a US government

agency that oversees and regulates commodity markets, ensuring transparency, li-
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quidity and investor protection. It monitors commodity futures and financial deriva-
tives, including cryptocurrency contracts such as Bitcoin futures (Agency, 2024; Team,
2024) .

3) Financial Crimes Enforcement Network (FinCEN)

FinCEN is a US financial agency that collects and analyzes financial data to
combat money laundering and terrorist financing. It regulates cryptocurrency trans-
actions to prevent illegal activities and ensure the integrity of the US financial system
(Administrator, 2017) .

4) Internal Revenue Service (IRS)

The Internal Revenue Service (IRS) is a US government agency tasked with col-
lecting taxes and enforcing tax regulations. They ensure transactions with crypto as-
sets comply with tax regulations. The IRS also conducts audits of crypto transactions to
ensure compliance with tax laws (LeBaube, 2024; Scott, 2023) .

5) Federal Regulations

Some parts of the United States have separate regulations on blockchain tech-
nology, so there are no uniform regulations across states. For example, in New York,
there is a BitLicense regulation which is a special license for companies operating in
the virtual currency industry (De Filippi et al., 2020) .

d. Blockchain Regulations In China

The Chinese government has implemented strict regulations on blockchain tech-
nology, especially regarding cryptocurrencies. It banned cryptocurrency trading and
ICOs in 2017 to control market speculation and reduce financial risks. Additionally,
there are regulations to monitor and regulate the use of blockchain in certain sectors
such as finance, banking, and e-commerce. The government is also increasing super-
vision of blockchain service providers to prevent illegal activities (Wang & Chen, 2019)
e. Blockchain Regulations In Singapore

Singapore supports blockchain innovation with a progressive approach, driven by
the Monetary Authority of Singapore (MAS). They issued guidelines on the use of
blockchain and cryptocurrencies in 2019 and continue to monitor developments to
adjust regulations (Pratama, 2024) .
f.  Blockchain Setup Recommendations

Blockchain regulations vary in the US, China, Singapore and Indonesia. The US
opens up, China bans crypto, Singapore supports development with strict regulations,

and Indonesia balances innovation and compliance (Amiruddin et al., 2023) .

4. Conclusion

Blockchain technology enhances the security of electronic payments by preventing
fraudulent QRIS transactions. It ensures transparency and tamper-proof records. Some
limitations in this research method that may affect the generalizability of the findings
include the limited sample size, the specific context of the study, and limited access to
primary and secondary data. These limitations need to be taken into account to under-
stand that the research findings may not be directly applicable in general to a broader
population or context. Indonesian laws, including criminal law, IT law, business law, and
OJK regulations, provide a legal framework for handling blockchain-related cases. Alt-
hough there are no specific regulations regarding blockchain, existing laws provide a
relevant legal framework. Recommendations for future research based on the results of
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this study include expanding the sample size for better representativeness, in-depth
study of the implementation of blockchain technology in QRIS transactions, broader in-
terviews with various related parties, expansion of research to other industry sectors, and
further study of the legal and security aspects of electronic transactions using QRIS to
provide more concrete recommendations for fraud prevention. Combating fraudulent
transactions can be done through criminal and non-criminal channels, with a focus on
punitive and preventive measures. The contribution of this research is to provide a more
in-depth understanding of the regulation of blockchain technology in payment fraud
countermeasures through QRIS in electronic transactions. The implications of this re-
search include increasing public legal awareness related to cashless banking services,
strengthening legal protection in digital transactions, utilizing blockchain technology to
ensure transaction integrity, as well as crime prevention efforts through concrete
measures. Thus, this research can provide a foundation for further policies and actions in
improving security and trust in electronic transactions using QRIS.
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