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Abstract: Indonesia's fintech industry has grown rapidly, with transactions reaching more than 

IDR 15 trillion by 2023, but this growth has also brought significant challenges such as fraud and 

data leaks that highlight weaknesses in consumer protection. Regulations such as OJK Regulation 

No. 77/POJK.01/2016 and Government Regulation No. 71 of 2019 have been implemented to bal-

ance innovation and consumer protection, but still require further evaluation for their adequacy. 

The study aims to assess the effectiveness of these regulations in identifying, preventing, and ad-

dressing fraud and privacy violations, as well as supporting the continued growth of the fintech 

industry. Using juridical-normative methodology with statutory, comparative, and conceptual 

approaches, this study seeks to map weaknesses in the existing legal framework and propose pos-

sible improvements. The results of this study are expected to provide practical recommendations to 

strengthen fintech regulation in Indonesia, support the growth of the digital economy while pro-

tecting consumer rights. 
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1. Introduction 

In Indonesia, the growth of the fintech industry has achieved a significant increase, based 

on data from the AFTECH AMS Report 2022/2023, until the third quarter of 2022, Indo-

nesia became the dominant player in the Southeast Asian fintech industry by contrib-

uting around 33% of the total funding of fintech companies in the region. This position 

makes Indonesia the country with the second largest amount of fintech funding in 

Southeast Asia, after Singapore which obtained 43% of the total funding (Katadata, 2023). 

However, amid these rapid developments, there have been various cases that show 

weaknesses in consumer protection, including fraud and data leaks (Anggen Suari & 

Sarjana, 2023).  

Throughout the period 2019 to May 14, 2024, the Ministry of Communication and 

Information Technology has managed 124 cases that allegedly violated personal data 

protection, with 111 of these cases falling under the category of personal data leakage 

(Mediana, 2024). These issues highlight the need for an in-depth evaluation of existing 

policies and regulations. The development of financial technology has changed the way 

people access financial services, providing convenience but also posing new risks related 

to privacy and security.  

This rapid growth has led to challenges in regulatory updates in line with market 

dynamics. Several regulations have been implemented to regulate the fintech industry in 

Indonesia, including OJK Regulation No. 77/POJK.01/2016 concerning Information 

Technology-Based Money Lending and Borrowing Services and Government Regulation 

No. 71 of 2019 concerning the Implementation of Electronic Systems and Transactions, 

which seeks to maintain a balance between innovation and consumer protection. 

However, it clearly lacks specificity and adaptiveness to rapid technological 

developments. 

Despite the regulation, the question of its adequacy remains relevant and urgent. The 

exponential growth in fintech transactions shows tremendous potential but also raises 
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important questions about how resilient the surveillance and protection systems that 

have been put in place are. Evaluation of these policies and regulations is not only im-

portant to assess their effectiveness in preventing fraud and protecting data, but also to 

ensure that they can adapt to rapid technological change. 

In this case, the Financial Services Authority (OJK) plays a crucial role in overseeing 

and enforcing regulations in the financial technology (Fintech) sector in Indonesia. As a 

regulator, OJK is tasked with ensuring that Fintech companies operate in accordance 

with applicable regulations, protect consumer rights, and maintain financial system sta-

bility. It has developed a dynamic regulatory framework to keep pace with the rapid 

development of technology, covering everything from registration to supervision of op-

erations to risk management. 

Reviewing existing policies and regulations, it is important to note that while regu-

lations such as FSA Regulations and Government Regulations have established a solid 

foundation for fintech operations, there is significant room for improvement, particularly 

in terms of responses to evolving fraud cases and more robust data protection strategies. 

Regulations must evolve dynamically not only to address growing cybercrime but also to 

support unhampered innovation in the fintech sector, which is a key driver of digital 

economy growth in Indonesia. 

Therefore, the evaluation of existing regulations in the context of fintech consumer 

protection becomes very relevant. This includes an assessment of the effectiveness of 

policies in identifying, preventing, and addressing fraud and privacy violations as well 

as their ability to support the healthy and sustainable growth of the fintech industry. The 

research aims to not only map weaknesses in existing legal frameworks but also to pro-

pose improvements that might be adopted to optimize consumer protection as financial 

technology advances. 

Related to legal issues and consumer protection policies on fintech transactions in 

Indonesia, there have been two research results that have relevance or relevance to the 

research to be carried out, namely First, research by Ulya (2022) which examines the in-

tegration between fintech regulation and broader consumer protection policies. They 

found that there are often overlaps and vacancies in regulations that negatively impact 

consumer protection efforts. For example, the vagueness in the division of responsibili-

ties between fintech service providers and traditional banks often makes it difficult for 

consumers to obtain compensation or protection in the event of a service failure. 

Second, research by Rustam et al., (2023) Discusses the role and responsibility of 

consumers in fraudulent practices in online transactions and fintech in preventing them. 

This shows that the role and responsibility of consumers are clear in terms of protection 

by preventive or repressive methods, as well as temporary legal frameworks may already 

exist, but their effectiveness is still limited by implementation capacity. 

These studies provide a solid foundation for current studies, but also show that more 

needs to be done to achieve effective consumer protection in the fintech industry. Defi-

ciencies identified in previous research, such as the lack of regulatory resources illus-

trated by how far successful regulation is in legal issues that are still evolving, and over-

lapping regulatory frameworks spelled out in the analysis of policy weaknesses that can 

reduce the effectiveness of consumer protection, are the focus of this study to propose 

more integrative and effective solutions.  

Thus, the formulation of the problem in this study revolves around evaluating the 

adequacy of applicable regulations in the fintech industry, especially in the context of 

consumer protection. First, how far have existing regulations been successful in protect-

ing consumers from issues such as fraud and privacy violations?; Second, what are the 

weaknesses in the current policy that can reduce the effectiveness of consumer protection 

in fintech transactions. Thus, this study aims to assess the effectiveness of current fintech 

regulations in protecting consumers from fraud and privacy violations. A key focus is to 

evaluate the extent to which regulations are adequate and identify weaknesses in existing 

policies that could reduce the effectiveness of consumer protection. These questions are 
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important to understand the adequacy of the legal framework and suggest improve-

ments in the face of growing challenges in the fintech industry. 

To expedite the objectives of the description above, this study uses juridi-

cal-normative research methods with legal, comparative and conceptual approaches. 

Then, the conclusion of this study is expected to provide recommendations to policy-

makers to improve regulatory effectiveness and ensure that the adaptation of online 

agreements can run smoothly, supporting the growth of the digital economy while pro-

tecting consumer rights. 

2. Materials and Methods 

This research uses a juridical-normative method, with a statutory and conceptual ap-

proach. To ensure the validity and reliability of the data, a data triagulation technique 

was used. Studied and described in a qualitative descriptive manner to explain and an-

alyze various related legal aspects, using primary legal materials in the form of relevant 

laws and regulations, secondary legal materials in the form of expert opinions and liter-

ature, as well as tertiary legal materials in the form of legal references and abstracts. Data 

analysis uses qualitative techniques through content analysis to identify key themes and 

quantitative analysis using inferential statistics to test hypotheses related to the effec-

tiveness of existing regulations. These techniques allow this research to identify and ex-

plain the factors that influence regulatory effectiveness, as well as provide insight into 

potential ways to improve the existing legal framework (Rizkia & Fardiansyah, 2023). 

The results of this integration of qualitative and quantitative analysis are expected to re-

veal the dynamics of consumer protection and identify weaknesses in existing policies, 

which can then form the basis for formulating stronger policy recommendations. 

3. Results and Discussion 

3.1 Evaluation of the Role of Regulation in the Protection of Fintech Consumers from Fraud and 

Privacy Breaches 

In 2023, Indonesia's Financial Services Authority recorded a significant increase in the 

number of fintech-related scams, with losses reaching hundreds of billions of rupiah 

(Departemen Perlindungan Konsumen, 2023). This phenomenon highlights the urgency 

of increasing consumer protection in the fintech sector, which is now an important part of 

many people's financial lives. Effective regulation plays a crucial role in ensuring that 

fintech services are not only innovative, but also safe and trusted for consumers 

(Fachrurazi et al., 2023). 

 Fraud and privacy violations in the fintech sector in Indonesia are serious issues that 

demand deep attention from various parties, including regulators, fintech companies, 

consumers, and the general public (Riskiyadi et al., 2021). In recent years, the exponential 

growth of the fintech industry has brought many benefits, such as easier access to finan-

cial services for different walks of life. However, along with such growth, the risk of 

fraud and privacy violations also increases. 

Fraud in fintech transactions often involves sophisticated schemes, where criminals 

use technology to manipulate or steal consumer data (Hartanto, 2022). For example, 

phishing is still a common method, where fraudsters try to gain access to consumers' 

personal and financial information through emails or messages disguised as official 

communications from banks or other financial institutions. In addition, there are also 

investment scams, where victims are tricked into investing money in fraudulent invest-

ment schemes that promise high returns with low risk. 

In the context of fintech, privacy violations often occur when consumers' personal 

data is not properly guarded by fintech companies. This could be a data leak due to a 

weak security system or the use of consumer data for inappropriate purposes without 

adequate consent (Nugroho et al., 2021). For example, some fintech apps may collect 

more personal data than is necessary for the services they offer, or that data is shared 

with third parties without explicit permission from consumers. 
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To address this issue, Indonesia has introduced several regulations aimed at pro-

tecting consumers in the fintech ecosystem. Law Number 19 of 2016 concerning 

Amendments to Law Number 11 of 2008 concerning Electronic Information and Trans-

actions (ITE Law) is one of the legal foundations governing electronic transactions, in-

cluding fintech, to protect consumer rights and ensure transaction security (Prayuti, 

2024). 

The Financial Services Authority (OJK) also actively regulates and supervises the 

fintech industry, setting various guidelines and regulations that must be followed by 

fintech companies. For example, the FSA requires fintech companies to obtain operating 

licenses before they can offer financial services to the public, and those companies must 

adhere to strict data security standards. 

While there are serious efforts on the part of regulators and the industry to reduce 

the incidence of fraud and privacy violations, consumers also need to be proactive in 

protecting themselves. This includes watching for warning signs of fraud, using good 

security practices such as not sharing personal information carelessly, and only using 

trusted and legitimate fintech platforms. With cooperation between the government, 

industry, and consumers, it is expected that integrity and security in the Indonesian 

fintech ecosystem can continue to be improved. 

Fintech consumer protection involves policies and regulations designed to protect 

user rights and ensure transparency and fairness in transactions. According to Howard 

Beales, former Director of the Bureau of Consumer Protection at the U.S. Federal Trade 

Commission, good regulation should enable innovation while eliminating risks that 

could harm consumers (Beales & Muris, 2022). 

In Indonesia, regulations such as OJK Regulation No. 77/POJK.01/2016 have been 

established to regulate the implementation of information technology-based lending and 

borrowing services. However, challenges remain, especially in adapting existing regula-

tions to rapid technological developments. Peter L. Bernstein in his theory of risk, states 

that risk management must adapt to a changing environment to be effective (Soekarto, 

2019). This reflects the need for periodic evaluation and regulatory updates to respond to 

changing market dynamics. 

Furthermore, the theory of risk society by Ulrich Beck explains that in the modern 

era, social and technological risks are central to public policy, including in the fintech 

sector (Damayanti & Fathihani, 2023). This demands the implementation of a regulatory 

framework that is not only reactive, but also proactive in preventing potential fraud and 

privacy violations before harming consumers. 

Therefore, in the face of fraud and privacy violations in fintech, there needs to be a 

joint effort between regulators, industry, and the public to strengthen existing regula-

tions and ensure effective implementation. This evaluation is not only important to pro-

tect consumers, but also to maintain trust in the growing fintech sector. This shows that 

the role of regulation in consumer protection is not only important in the legal context, 

but also in maintaining the dynamics of a healthy and sustainable digital economy. 

In an effort to improve effective fintech regulation, Indonesia can learn from inter-

national models that have successfully implemented a strict and flexible legal frame-

work. For example, the European Union through GDPR (General Data Protection Regu-

lation) has set high standards for data protection and privacy which also impacts the 

fintech sector (Tsamara, 2021). The implementation of similar regulations can strengthen 

consumer protection in Indonesia by ensuring that all fintech service providers adhere to 

strict data privacy and security standards. 

Furthermore, to respond to the rapid dynamics of technological change, regulations 

need to be designed to be adaptive enough to enable the development of innovation 

while minimizing the risk of misuse of technology that can harm consumers (Y. H. Putri, 

2022). This could include more specific arrangements related to the use of artificial intel-

ligence and big data in fintech, both of which offer great potential but also significant 

risks, particularly related to data privacy and security. 
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Adopting a risk-based regulatory approach, as suggested by risk theory, is also vital. 

This approach demands regulations that not only address problems that are already oc-

curring, but are proactive in identifying and managing potential new risks before they 

become problems. This demands close collaboration between regulators, technology ex-

perts, and fintech service providers to continuously assess and update security and pri-

vacy protocols in line with the latest technological developments. 

Active consumer engagement is also an important component in strengthening 

consumer protection (Fista et al., 2023). Educating consumers about their rights and how 

fintech technology works can help them make more informed and careful decisions in 

choosing services. Initiatives like these can reduce fraud risk and add an additional layer 

of protection, in line with consumer protection theory that underscores the importance of 

information and transparency in the relationship between service providers and users. 

Finally, ongoing evaluation of regulatory effectiveness, supported by robust data 

collection and analysis, will ensure that policies remain relevant and effective in pro-

tecting consumers in this dynamic and often unpredictable market. With this compre-

hensive approach, regulation can not only answer current challenges, but also anticipate 

problems that may arise in the future. 

To optimize regulatory effectiveness in the fintech sector, it is imperative for regu-

lators to consider implementing a layered regulatory framework (Cahyani & Putra, 

2024). This means that in addition to general regulations governing the entire industry, 

there needs to be specific rules designed to address specific issues arising from the use of 

new technologies in financial services. For example, regulations specific to blockchain 

and cryptocurrencies could address specific issues such as money laundering and 

transaction security, while regulations for peer-to-peer lending platforms could focus on 

aspects of credit scoring and debt collection. 

Furthermore, international cooperation is also an important factor in fintech regula-

tion as many financial services cross national borders. Building a cooperative body with 

regulatory bodies in other countries can help create global standards that not only protect 

consumers but also encourage innovation. This kind of cooperation can take the form of 

exchanging information related to risks, fraud trends, and best practices in fintech regu-

lation. 

The application of the latest technology in supervision and regulatory application 

can also increase the effectiveness of consumer protection. For example, the use of big 

data and machine learning can help regulators more quickly identify suspicious patterns 

that might indicate fraud or other illegal activities (Anggen Suari & Sarjana, 2023). The 

technology can enable real-time surveillance, which increases the ability to act quickly 

and effectively against violations. 

In addition, regulations should be designed to encourage transparency and com-

pliance among fintech service providers. This can be achieved through the implementa-

tion of provisions that force fintechs to publish periodic reports on their activities, the 

security risks they face, and the steps they take to address those risks. This kind of 

transparency not only increases consumer trust but also encourages fintech companies to 

maintain high standards in their operations. 

Integrating consumer views and needs in the policy-making process is crucial to 

creating regulations that are not only effective but also inclusive. Open dialogue between 

regulators, service providers, and service users paves the way for a deeper understand-

ing of the issues consumers face and how best to address them. It also strengthens the 

basis for more transparent and accountable policy implementation. 

The consumer council forum, which is held regularly, is a step forward in listening 

to and incorporating input from users of fintech services. In addition, this approach can 

be extended through the use of technology and digital platforms to reach a wider con-

sumer base. For example, online surveys and feedback platforms can be operated con-

tinuously to collect real-time consumer data, which can then be analyzed to find trends 

and problems that often arise.  
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In addition, the implementation of an efficient and responsive consumer complaint 

system is also important. The system should be designed in such a way that it is easily 

accessible to all consumers and provides a quick and fair resolution. Upgrading these 

systems could involve using artificial intelligence to effectively manage and respond to 

complaints, as well as algorithms that can prioritize cases that require immediate inter-

vention. 

Through these efforts, the policies developed will not only be more responsive to 

actual needs and problems faced by consumers, but will also support the creation of a 

safer and more conducive fintech environment for growth. This, in turn, will strengthen 

consumer confidence in the fintech sector and spur wider adoption of financial technol-

ogy among the public. By ensuring that regulations adapt to the pace of innovation, 

governments and regulators can reduce risks associated with digital financial transac-

tions, while also encouraging innovation through a more flexible and inclusive frame-

work. 

Furthermore, this strengthened policy should support education initiatives for 

consumers, which focus on raising awareness about their rights to use fintech services. 

Effective consumer education will enable users to make more informed and informed 

decisions when using fintech services, thereby reducing the likelihood of misuse or 

misunderstanding (Novita & Santoso, 2021). This educational program can involve co-

operation between the government, non-governmental organizations, universities, and 

fintech industry players themselves. 

In addition, policies should include efficient and transparent grievance resolution 

mechanisms. An adequate system to quickly manage and resolve consumer complaints 

will further increase user trust and satisfaction, as well as provide valuable feedback for 

future improvements to fintech services. This will not only reduce conflict between ser-

vice providers and consumers, but also help in formulating more targeted policies based 

on inputs from real consumer experiences. 

Finally, the establishment of international cooperation in fintech regulation can also 

provide an additional dimension in consumer protection. By collaborating and sharing 

best practices, countries can build a global framework that supports innovation while 

reducing risk. This will create a global standard that not only enhances consumer pro-

tection but also facilitates cross-border growth of fintech services. In this way, regulatory 

initiatives are not only limited to national scales but also take a more universal form, 

driving safer and more inclusive reforms on a global scale. 

 

3.2 Current policy weaknesses that can reduce the effectiveness of consumer protection in fintech 

transactions 

Consumer protection in fintech can be defined as a set of policies, regulations, and prac-

tices designed to safeguard the security and interests of consumers in conducting digital 

financial transactions (Sofian, 2024). These policies should ideally protect consumers 

from fraud, data leaks, and other unfair practices that can harm consumers. 

One of the major weaknesses in current policy is the lack of specificity and adapta-

tion to rapid technological development. Consumer Protection Theory (Widiarty, 2022) 

suggests that policies should proactively involve a wide range of stakeholders, including 

consumers, in the regulation-making process. This not only raises awareness about 

consumer rights but also ensures that regulation reflects the real needs and concerns of 

those most affected. 

The fintech sector in Indonesia, despite growing rapidly, still faces some significant 

challenges in terms of consumer protection (Forgiving & Priest, 2023). Weaknesses in 

current policies can reduce the effectiveness of these protections, which in turn can 

compromise consumer trust and security in using fintech services. The following are 

some of the weaknesses in the consumer protection policy currently in force in Indonesia. 

First, regulations that have not been fully integrated, although the Financial Services 

Authority (OJK) and Bank Indonesia have issued various regulations to regulate the 

fintech sector, there are still shortcomings in integration and coordination between reg-
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ulating institutions. This sometimes creates a legal vacuum where fintech companies 

operate without sufficiently strict oversight related to consumer data protection and data 

collection practices. 

Second,  the application of policies is inconstant, although regulations exist, often 

their application in the field is still inconsistent, different fintech companies may have 

different interpretations of how policies should be implemented, which can result in 

uneven protection for all consumers. 

Third, data security and privacy, existing policies often do not adequately address 

data security and privacy issues in an evolving digital world. Although there are laws 

such as the ITE Law that regulate personal data protection, real implementation in the 

fintech sector is often inadequate to protect consumers from data leakage and misuse of 

personal information. 

Fourth, lacunae in consumer protection of innovative products, fintech continues to 

evolve with new product innovations that may not be explicitly regulated by existing 

regulations. For example, products such as cryptocurrencies and peer-to-peer investing 

are not yet fully regulated under existing consumer protection laws, leaving consumers 

vulnerable to risk. 

Fifth, consumer education and awareness, there is a lack of education and increasing 

consumer awareness about their rights in fintech transactions. Many users of fintech 

services are not fully aware of their rights or ways to protect themselves from fraud and 

abuse. 

Sixth, transaction supervision and enforcement, oversight of fintech transactions 

and law enforcement relating to fraud and other violations are often not strong enough. 

A lack of resources, both in terms of finance and expertise, means that many violations 

may go undetected or not acted upon decisively. 

Addressing these weaknesses requires a coordinated effort between regulators, the 

fintech industry, and consumer groups. Strengthening the legal framework, increasing 

supervisory capacity, and effective education campaigns can help improve the effec-

tiveness of consumer protection in Indonesia's fintech sector. The current policy frame-

work, including OJK Regulation No. 77/POJK.01/2016, has been designed to regulate 

technology-based lending and borrowing practices, but there are still loopholes that re-

duce its effectiveness in protecting consumers. 

The reason is, many policy studies say that the current policy needs to be revised to 

include stricter provisions related to transparency, consumer concentration, and data 

security (Abubakar &; Handayani, 2022). The addition of tougher sanctions for violations 

could also further enhance prevention and protection against risks facing consumers. 

First, by strengthening legal and regulatory frameworks and integrating views from 

legal theory and experts, we can achieve more effective consumer protection and ensure 

that the fintech industry continues to thrive as a safe and fair sector for all users. 

Second, with growing concerns over issues such as fraud and data leakage in fintech 

transactions, more in-depth policy research and development is essential. The im-

portance of regulatory revision lies not only in regular updates, but also in the effective 

integration of feedback from users of fintech services. A concrete example of this need 

can be seen from the increase in phishing incidents and online fraud that have had a 

significant impact on consumer trust in fintech platforms. 

In response to this issue, more adaptive and inclusive regulations can be designed 

based on the principles of Consumer Protection Theory proposed by Iain Ramsay, which 

emphasizes the importance of a consumer-oriented approach in designing policies. One 

important aspect is ensuring that consumers have easy access to information about their 

rights and effective and expeditious dispute resolution mechanisms. The policy must 

also provide strict data security guarantees, which is the main foundation for maintain-

ing consumer confidence in using fintech services. 

From a legal perspective, these theories support the development of policies that are 

not only reactive but also proactive in protecting consumers. This requires cooperation 

between regulatory agencies, the fintech industry, and consumer protection agencies to 
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jointly develop and update adequate regulations. Greater legal awareness and 

well-designed policies can reduce the frequency and impact of fraud and data breaches, 

while supporting continuous innovation within the fintech sector. 

Finally, effective policy implementation requires a commitment to consumer edu-

cation and advocacy. This education involves teaching consumers on how to recognize 

and report fraud, as well as how to use fintech technology safely and responsibly. Thus, 

the expansion and strengthening of consumer protection regulations must go hand in 

hand with efforts to increase digital financial literacy among the public. 

In Indonesia's fintech industry, efforts to improve consumer protection regulations 

require a holistic approach, which combines legal, conceptual, and comparative elements 

to achieve maximum effectiveness (Jones, 2020). First, from the point of legislation, there 

is an urgent need to revise and update the Law on Information and Electronic Transac-

tions and Financial Services Authority regulations related to fintech. These changes 

should take into account new technological developments such as artificial intelligence 

and big data processing that are not yet fully regulated. Furthermore, there needs to be 

closer synergy between various sectoral regulations to eliminate loopholes that may be 

exploited by rogue actors in the fintech industry. 

Conceptually, the adoption of principles 'Legal Certainty' or legal certainty is vital 

(K. D. A. Putri &; Arifin, 2019). This principle emphasizes the importance of transparency 

in the use of consumer data, ensuring that all parties clearly understand their rights and 

obligations. It supports the concept of 'Privacy by Design' (Rahayu &; Astuti, 2022), which 

encourages fintech companies to integrate data privacy and security into their system 

designs from the start, ensuring that data security becomes central to business opera-

tions, not just a later addition. 

Adopting a comparative approach, drawing lessons from the implementation of 

regulations in the European Union such as GDPR, can provide valuable insights. The 

GDPR sets high standards in data protection and gives consumers greater rights over 

their data, including the right to be forgotten. Indonesia can consider these elements of 

GDPR to strengthen its national regulations. In addition, studying how countries with 

mature fintech ecosystems, such as Singapore and the UK, face similar challenges can 

provide examples of adaptable best practices and mistakes to avoid. 

This approach, which combines legislative improvements, conceptual clarity, and 

lessons learned from international experience, will not only improve consumer protec-

tion but will also support greater trust and security in the fintech industry. This will di-

rectly contribute to the stability and growth of the digital financial sector in Indonesia, 

strengthening the foundation for continuous innovation and economic growth in the 

digital age. 

The multidimensional approach to improving fintech consumer protection regula-

tions in Indonesia discussed earlier requires coordinated and continuous implementation 

to address the various challenges faced. In continuing this discussion, the focus can be 

broadened to include aspects such as improving compliance and law enforcement, as 

well as international collaboration. 

Effective enforcement is key in ensuring that existing regulations don't just exist on 

paper. The Financial Services Authority (OJK) and the Ministry of Communication and 

Information Technology should strengthen their supervisory mechanisms to ensure that 

all fintech companies comply with established standards. This may involve using the 

latest technology to monitor fintech transactions and activities in real time, so that po-

tential fraud and violations can be detected and responded to quickly. 

In addition, to address the problem of data leakage, regulations must include stricter 

provisions regarding cybersecurity (Isroqunnajah et al., 2024). The implementation of 

cybersecurity standards that conform to international best practices will improve de-

fenses against cyberattacks, which are becoming increasingly sophisticated. This ap-

proach should be followed by a comprehensive training program to ensure that all 

stakeholders, including employees and management in fintech companies, are equipped 

with the necessary knowledge and skills to comply with the standard. 
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International collaboration is also important in formulating and implementing ef-

fective policies (Renaldy, 2023). Indonesia could benefit from further cooperation with 

international organizations such as the Financial Action Task Force (FATF) or the World 

Bank, which can provide technical support and knowledge on global best practices. In 

this regard, adapting the recommendations of these bodies can help in formulating poli-

cies that are not only comprehensive but also responsive to global market dynamics. 

Integrating this view, improved consumer protection policies in the fintech sector 

must continue to be improved through better supervision, tough law enforcement, and 

close international cooperation. Thus, Indonesia will not only increase consumer confi-

dence in using fintech services, but also position its fintech industry as a strong and in-

novative leader on the global stage. 

In addition, it is important for Indonesia to implement a stricter supervision mech-

anism involving advanced technology for real-time monitoring and analysis of transac-

tions. This will help relevant authorities in detecting and responding quickly to suspi-

cious activities that could potentially harm consumers. Such increased analytical capacity 

can also be integrated with early warning systems that provide immediate notifications 

to consumers about unusual activity within their accounts, enabling quick action to 

prevent losses. Furthermore, the implementation of harsh law enforcement should be 

supported by adequate penalties and heavy fines for violations, which will serve as an 

effective deterrent against illegal and unethical activities in the fintech sector. 

 

4. Conclusions 

This research reveals that consumer protection regulations in the fintech industry in In-

donesia still require significant improvement to address weaknesses in current policies 

that reduce their effectiveness. Although OJK Regulation No. 77/POJK.01/2016 and 

Government Regulation No. 71/2019 have been enacted in response to the growth of 

fintech, this evaluation shows that they have not been fully effective in protecting con-

sumers from fraud and data leakage. There are shortcomings in the practical application 

of the regulations, as well as overlapping issues and unclear division of responsibilities. 

This research exists to drive home the urgency of the need for reforms in the regulatory 

framework, particularly in consumer protection in the fintech sector, that are inclusive of 

all relevant institutions. Hence, this study recommends more adaptive and responsive 

regulatory enhancements, better integration between various regulations, and a more 

inclusive approach in incorporating consumer views in policy-making, to ensure that 

safety and trust can be enhanced in this evolving fintech ecosystem. 
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